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YAKIN YORUNGE UYDULARI UZERINDEN HABERLESME
HiZMETLERI: YETKILENDIiRME VE SIBER GUVENLIK
KAPSAMINDA DEGERLENDIRME VE ONERILER

EVALUATIONS AND SUGGESTIONS ON LOW ORBIT
SATELLITES COMMUNICATION SERVICES IN THE CONTEXT OF
LICENSING AND CYBER SECURITY

Bildiri Ozeti
Omer Fatih SAYAN*

Ozet

Haberlesme teknolojilerinin hizla gelismesi, her an her yerde baglantida olma
ihtiyact ve internete yiksek hizda erisim talepleri, sabit, mobil ve uydu
sebekelerinin entegrasyonunu ve yiiksek teknolojik hizmetlere imkan veren ve
surekli gelisen daha da kapsayict alternatif sebekelerin gelistirilmesini zorunlu
kilmaktadir. Uydu sistemleri de 6zellikle cografi agidan erisimin zor oldugu
alanlar basta olmak Uzere cesitli haberlesme ihtiyaglarina cevap
verebilmektedir. Teknolojik gelismeler ile birlikte, son dénemlerde Yakin
Yoriinge Uydulan (LEO) tizerinden haberlesme hizmeti sunulmasi tlkelerin
gindeminde Ust siralarda yer almaktadir. S6z konusu sistemlerin mobil
sebekeler ile entegrasyonuna yonelik ¢alismalar da hiz kazanmis durumdadir.
Yasanan gelismeler ile birlikte, teknik ve hukuki ¢ercevede LEO uydular ile
ilgili dizenlemelerin yapilmast kacinilmaz olmaktadir. Yetkilendirme basta
olmak uzere, kisisel verilerin korunmasi, kullanict hak ve menfaatlerinin
gozetilmesi, siber givenligin saglanmasi, sektorde strdirilebilir rekabetin
temini gibi hususlar, tzerinde hassasiyetle durulmas:i gereken konularin
basinda gelmektedir. Bu calismada, LEO uydularnt tzerinden haberlesme
hizmeti sunulmasi teknik ve diizenleyici boyutlart ile ele alinmakta, Turkiye
icin stratejik hususlarin alt1 ¢izilmektedir. Ayrica, mobil cihazlarin dogrudan
uydu ile entegrasyonu da bu calismada ele alinmus, iilkelerin diizenlemelerine
yer verilmis, Ozellikle Turkiye’nin yerli ve milli haberlesme politikalariyla

* Dr., Ulagtirma ve Altyapt Bakanligi Bakan Yardimcist. E-posta: fatihsayan@gmail.com
ORCID: 0009-0004-2092-0346
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uyumlu olacak sekilde, uydu-karasal sebeke entegrasyonunun etkin bir bicimde
hayata gecirilmesine vurgu yapilarak diizenleme ihtiyact ile ilgili konularda
6nerilerde bulunulmustur. Uydu sistemlerine yonelik olast siber saldirt ve
tehdit tirleri, cesitli tlkelerde yasanan siber saldirilar ve siber saldirilarin
etkileri hakkinda degerlendirmeler yapilarak, siber giivenlik ile ilgili alinmasi
gereken 6nlemlere yer verilmistir.

Anahtar kelimeler: Alcak yoringe uydulari, Haberlesme, Bilisim hukuku,
Lisanslama, Siber Guvenlik

Abstract

The rapid development of communication technologies, demand for
connection anytime, anywhere, and increasing demand for high-speed access
to the internet necessitate the integration of fixed, mobile and satellite
networks. In that respect, development of more inclusive alternative networks
that enable high-tech services are constantly developing. Satellite systems
respond to communication needs in different areas, especially in areas where
difficulty in access due to geography. With technological developments, the
provision of communication services via Low Orbit Satellites (LEO) has
recently been at the top of the agenda of countries. Studies on the integration
of these systems with mobile networks have also gained momentum.

It is inevitable for countries to make necessary regulations regarding LEO
satellites in both technical and legal dimensions. Issues such as authorization,
protection of personal data, protection of user rights and interests, ensuring
cyber security, and ensuring sustainable competition in the sector are among
the issues that need to be considered throughly. In this study, the provision
of communication services over LEO satellites is discussed with the technical
and regulatory dimensions, and strategic issues for Turkiye are underlined.

In addition, the issue of Direct to Device is discussed, examples of regulation
of several countries are given and some suggestions for Ttrkiye are made by
emphasizing the effective implementation of satellite-terrestrial network
integration in line with Turkiye’s national communication policies. Siber
security issues sorrounding satellite systems are explained with possible types

of cyber attacks and threats against satellite systems, cyber attacks in various
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countries and the effects of cyber attacks. Necessary measures and

recommendation are given in this study on the subject.

Keywords: Low Earth Orbit Satellites, Communication, Information
Technology Law, Licensing, Cybersecurity
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UZAYIN TICARILESMESI: STARLINK ORNEGI VE UZAY
HUKUKU PERSPEKTIFINDEN BiR DEGERLENDIRME

THE COMMERCIALIZATION OF SPACE: THE STARIINK
EXAMPLE AND AN ASSESSMENT FROM THE PERSPECTIV'E OF
SPACE LAW

Bildiri Ozeti
Tamer SOYSAL®

Ozet

Uydu takimyildizi, kiiresel kapsama alani saglamak igin birlestirilmis bir sistem
seklinde calisan homojen/hetorejen uzay araglart toplulugu olarak ifade edilir.
Genis bant internet erisimi saglama yolunda ilk basarili girisim, 2003 yilinda
Eutelsat tarafindan e-Bird uydusunun firlatilmasiyla gerceklestirilmistir. Sire¢
icinde Eutelsat’'in OneWeb; SpaceX’in Starlink ve Amazon™un Kuiper uydu
takimyildizlart gonderilmistir. 2019 yiinda uydu firlatmaya baslayan Starlink,
baslangicta 12.000 uydu planlamasi yapmisken, bugtin uydu sayisii 42.000
uyduya ctkarilmast distintlmektedir. Gunimiizde 9.000 civarinda starlink
uydusunun uzayda bulundugu ifade ediliyor. 10 yil icinde, toplam uydu
saywstnin 100 binleri bulmast beklenmektedir. Bu uydular algak diinya
yoringesinde konuslandirilmaktadir. Uzay hukukuna iliskin temel uluslararast
metinler, temel olarak devletlerin egemen oldugu bir diizen 6n kabuli ile
hareket edilerek hazirlanmistir. Kiresel internet baglantisi, afet miidahalesi
destekleri ve dijital ugurumu azaltma gibi faydalar1 bulunan bu uydu
takimyildizlart bir takim 6nemli sorun alanlart da olusturmaktadir. Uzay artigi
olusturma, c¢evresel etkiler, uzayin gozetilmesine iliskin sorunlar olusturma
yaninda devlet dig1 aktorler araciligiyla uzay tzerinde 6zel miilkiyet benzeri
ticari faydalar saglanmasi en 6nemli konu olarak 6ne ¢tkmaktadir. Gliniimiizde
117 dlkenin taraf oldugu 1967 tarihli Dis Uzay Antlasmastyla uzayin
sahiplenemezligi ilkesi kabul edilmistir. Ayrica uzayin kesfi ve kullaniminin
tim devletlerin baris ve ¢tkarina uygun olarak tiim insanligin yetkisinde oldugu

“ Do¢. Dr, Cumhuriyet Savcisi-Ankara Bolge Adliye Mahkemesi. E-posta:
tamer.soysal@adalet.gov.tt ORCID: 0000-0001-6763-5041
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belirtilmistir. Ote yandan sorumluluk konusunda da Uzay Antlasmasr’nin 6 ve
7 nci maddeleriyle temel olarak devletlerin sorumlu oldugu esast kabul
edilmistir. 1972 tarihli Uzay Sorumluluk Sézlesmesi’yle de aynt esaslar kabul
edildigi gorilmektedir.

Bildiri ile her gecen giin sayisi artan uydu takimyildizlart nedeniyle olusabilecek
carpisma, cevre etkileri ve hatta askeri kullanim nedeniyle olusabilecek
zararlara karst uluslararast uzay hukuku dizenlemeleri baglaminda bir
degerlendirme yapilmaya calisilacaktir. Bu kapsamda yeni bir uluslararast
metnin gerekli olup olmadigt da tartismaya ac¢ilacaktir.

Anahtar kelimeler: Uzay hukuku, Uzay Antlasmasi, Uzay Sorumluluk
Antlasmasi, uzay enkazi, Starlink, Uydu Takimyildizlar, Zarar, Sorumluluk.

Abstract

A satellite  constellation is  defined as a  collection of
homogeneous/heterogeneous spacecraft operating as an unified system to
provide global coverage. The first successful initiative to provide broadband
internet access was launched in 2003 by Eutelsat with the launch of the e-Bird
satellite. Since then, Eutelsat's OneWeb, SpaceX's Starlink, and Amazon's
Kuiper satellite constellations have been launched. Starlink, which began
launching satellites in 2019, initially planned for 12,000 satellites, but today it
is considering increasing the number of satellites to 42,000. It is stated that
there are currently around 9,000 Starlink satellites in space. Within 10 years,
the total number of satellites is expected to reach 100,000. These satellites are
deployed in low Earth orbit (LEO). Fundamental international treaties on
space law have been drafted based on the premise that states have sovereignty
over space. While these satellite constellations offer benefits such as global
internet connectivity, disaster response support, and reducing the digital
divide, they also raise a number of significant issues. The most important
issues that stand out are the creation of space debris, environmental impacts,
problems related to the monitoring of space, and the provision of commercial
benefits similar to private property in space through non-state actors. The
principle of the non-appropriability of space was accepted with the 1967
Outer Space Treaty, to which 117 countries are currently parties. It also states
that the exploration and use of outer space shall be carried out for the benefit
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and in the interest of all countries and shall be the province of all mankind.
On the other hand, Articles 6 and 7 of the Outer Space Treaty essentially
accept that states are responsible. The same principles are accepted in the 1972
Space Liability Convention.

The paper will attempt to assess the potential damage that could arise from
collisions, environmental impacts, and even military use due to the increasing
number of satellite constellations, within the context of international space
law. In this regard, the necessity of a new international regulations will also be
discussed.

Keywords: Space law, Outer Space Treaty, Space Liability Convention, space
debris, Starlink, Satellite Constellations, Damage, Liability.
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OTONOM UYDULARIN KARAR DONGUSU VE UZAY
HUKUKUNDA SORUMLULUK TARTISMALARI

THE DECISION-MAKING CAPABILITY OF AUTONOMOUS
SATELLITES AND THE PARADIGM OF LEGAL RESPONSIBILITY
IN OUTER SPACE

Bildiri Ozeti
Gokhan KURT®

Ozet

Bu calisma ile, otonom uydu sistemlerine ait teknik karar dongiist ile bu
donginin halihazirdaki mevcut uzay hukuku agisindan ortaya c¢ikardig
sorumluluklar eksenindeki tartismalar kapsamli bicimde ele alinmustr.
Uydulara entegre edilen yapay zeka uygulamalart ile bu araglar artik sadece veri
toplayan pasif yapilar degil cevresini algilayabilen, elde ettigi verileri isleyebilen,
bagimsiz bir bicimde karar verebilen ve bu kararlart da eyleme doénistiirebilen
bilissel sistemler olmaktaditlar. Bu tip tam otonom bilissel sistemler uzay
hukuku bakis acisindan ele alindiginda klasik uzay hukuku yaklasiminin
dayandigt “insan merkezli sorumluluk” ilkesi sorgulanabilir bir hale
déntismektedir. Ozellikle de uydunun sensor birimlerinden alinan verilerin
islenmesi, hedeflerin belirflenmesi ve de eylem kararlarinin otomatik olarak
alinmast esnasinda meydana gelebilecek 6nemli algoritmik hatalar bilissel

riskler yaratabilecektir.

Bu ¢alismada, otonom uydu sistemlerinin algilama, veri isleme, karar verme ve
eylem asamalart mithendislik perspektifinden incelenmis, her bir asamada
meydana gelebilecek teknik hatalarin  sonucunda hukuki sorumluluk
doguracak etkilere vurgu yapilmistir. Uydunun veri isleme ve karar verme
asamalarinda olugan hatalarin failinin kim olacagt sorusu ile mevcut hukuki
cerceve sorguya actk hale getirilmistir. Bu tip durumlarda mevcut hukuki
gercevenin net bicimde tanimlanamamasi s6z konusudur. Outer Space Treaty
(1967) ve Liability Convention (1972) gibi temel metinler, insan denetiminde

*  Dr, TUBITAK Uzay Teknolojileri  Arastirma  Enstitiisi.  E-posta:
gokhan83kurt@gmail.com ORCID: 0000-0002-1210-4013
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yuritilen uzay faaliyetleri icin yeterli bir dayanak sunarken; otonom
sistemlerin 6zerk karar alma yetisi bu diizenlemelerin smirlarint asmaktadur.

Bu baglamda uzay ¢alismalarinda 6ntimiizdeki yillarda basat teknoloji haline
gelecek otonom uydu sistemleri i¢in bu konu 6n plana cikarilmaktadir.
Calismada herhangi hukuki bir model 6nerilmemekle birlikte, séz konusu
teknolojik gelismelerin hukuk sisteminde yaratacagi olast bosluklara dikkat
cekilmek istenmektedir. Boylelikle hukuk uzmanlarina bu konuda yeni
tartisma alanlarinin agilmasi amaglanmaktadir. Yapay zeka destekli otonom
uydu sistemlerinin uzay ortaminda gittikce yayginlasmasiyla birlikte, veri
guvenligi, yapay zeka etigi ve uluslararast sorumluluk ilkelerinin bituncil bir
bicimde yeniden ele alinmasi gerekliligi distiniilmektedir. Boyle bir farkindalik
ile, hem uzayda gtivenli olarak faaliyetlerin surdirilmesi hem de gelecekte
insan ile makinelerin ortak karar verdigi yeni c¢agin hukuk temellerinin
dusintlmesi acisindan  kritik bir rol oynayacaktir. Bu tir c¢alismalar,
mihendislik  temelli bulgularin  hukukla etkilesimin  giiclendirmeyi
hedefleyerek, disiplinler aras: etkilesimi giiclendirecek ve hem bilimsel hem de
hukuki gelismelere yon verecektir.

Anahtar Kelimeler: Otonom uydu, yapay zeka, veri isleme, karar verme, uzay
hukuku, sorumluluk

Abstract

This study comprehensively examines the technical decision-making cycle of
autonomous satellite systems and the related discussions on legal
responsibility within the framework of current space law. With the integration
of artificial intelligence applications into satellites, these systems have evolved
from being merely passive data collectors into cognitive entities capable of
perceiving their environment, processing acquired data, making independent
decisions, and translating those decisions into actions. When such fully
autonomous cognitive systems are evaluated from the perspective of space
law, the classical “human-centered responsibility” principle becomes
increasingly questionable. In particular, during the processing of sensor data,
target selection, and autonomous decision-making, significant algorithmic

errors may occur, giving rise to cognitive risks.
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In this study, the perception, data processing, decision-making, and action
phases of autonomous satellite systems are analyzed from an engineering
perspective, emphasizing the potential legal liabilities that may arise from
technical errors in each stage. The question of who should be deemed
responsible for errors occurring during the data processing and decision-
making phases renders the current legal framework open to interpretation. In
such cases, the existing legal regime remains insufficiently defined. While
foundational texts such as the Outer Space Treaty (1967) and the Liability
Convention (1972) provide a solid basis for space activities conducted under
human supervision, the autonomous decision-making capability of these
systems extends beyond the scope of these instruments.

In this context, the issue gains prominence as autonomous satellite systems
are expected to become a dominant technology in future space operations.
Although this study does not propose a specific legal model, it aims to
highlight the potential gaps that such technological developments may create
within legal systems. The intention is to open new fields of discussion for legal
experts. As Al-supported autonomous satellites become increasingly
prevalent in space, it will be essential to reconsider data security, Al ethics,
and international liability principles in an integrated manner. Raising
awareness in this regard will play a critical role in ensuring safe operations in
outer space and in shaping the legal foundations of a new era in which humans
and machines jointly make decisions.

Keywords: Autonomous satellite, artificial intelligence, data processing,
decision-making, space law, liability
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SAVUNMA SANAYIii PERSPEKTIFINDEN UZAY TABANLI
YAPAY ZEKA SISTEMLERININ HUKUKI
DEGERLENDIRILMESI

ALEGAL ASSESSMENT OF SPACE-BASED ARTIFICLAL
INTELLIGENCE SYSTEMS FROM THE PERSPECTIVE OF THE
DEFENSE INDUSTRY

Bildiri Ozeti
Elife Filiz GOKDAS"

Ozet

Uzay tabanli yapay zeka (YZ) sistemleri, yalnizca bilimsel ve sivil amaglarla
degil; kesif-gozlem (ISR), komuta-kontrol (C2), otonom gorev planlama ve
savunma operasyonlarinda da giderek artan bir sekilde kullanilmaktadir. Uydu
tabanl goriintileme, hedef siniflandirma, veri analizi ve ¢arpisma 6nleme gibi
uygulamalar, savunma sanayiinde operasyonel etkinligi artirirken aymi
zamanda hukuki sorumluluk, etik uyumluluk ve denetim sorunlarini gindeme
getirmektedir. Bu ¢ercevede uzay tabanli YZ, teknolojik ilerlemenin yant sira,
devletlerin ve 6zel aktorlerin uzay hukukundaki yikimlultklerini yeniden
yorumlamay1 zorunlu kilan ¢ok katmanl bir olgu haline gelmistir.

Savunma amagl uzay tabanlt YZ teknolojilerinin hukuki a¢idan dogurdugu
sorunlarin merkezinde, insan denetiminin azalmasiyla birlikte ortaya ¢tkan
sorumluluk bosluklart yer almaktadir. Ozellikle otomatik hedef tanimlama
hatalar;, kriz anlarinda otonom kararlarin uluslararast insancil hukukla
uyumlulugu ve veri givenligi gibi meseleler, kimin “hukuken sorumlu”
sayllacagi konusunda belirsizlik yaratmaktadir. Bu baglamda “anlamli insan
denetimi” (meaningful human control) ilkesi, insan unsurunun karar
sureglerindeki konumunu korumak ve sorumluluk zincirini belirginlestirmek
acisindan kilit bir ilke olarak 6ne ¢itkmaktadir. Ancak mevcut diizenlemelerde
bu ilkenin ne él¢tide uygulanabilir oldugu acik degildir.

* Avukat, Uzm. Arb. TOBBUYUM Uzay Hukuku Komisyon Uzmani. E-posta:
eliffilizgokdas@gmail.com ORCID: 0009-0009-5194-6916.
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1972 tarihli Uzay Nesnelerinin Neden Oldugu Zararlardan Dolayr Uluslararas:
Sorumluluk S6zlesmesi (Liability Convention) ve 1967 tarihli Uzay Antlasmasi
(Outer Space Treaty), uzay faaliyetlerinde devletlerin sorumluluguna dair
temel cergeveyi olusturmakla birlikte, otonom YZ karar zincirleri nedeniyle
ortaya c¢ikan dolayll ve karmastk neden-sonuc iliskileri karsisinda yetersiz
kalmaktadir. Avrupa Uzay Ajanst (ESA), OECD ve NATO gibi kuruluslar,
yapay zekaya iliskin etik ilkeler gelistirse de savunma ve guvenlik temelli
uygulamalar i¢in baglayici, yeknesak bir mekanizma bulunmamaktadir. AB
Yapay Zeka Tuzigi’nin (Al Act) askeri kullanimlar kapsam disinda
birakmast da ¢ift kullanimli (dual-use) sistemlerde hukuki belirsizlik
yaratmaktadir.

Bu galisma, savunma sanayii baglaminda uzay tabanl YZ sistemlerinin hukuki
uyumlulugunu artirmaya yonelik ¢6zim Onerileri sunmaktadir. Bunlar
arasinda; tedarik sozlesmelerinde YZye 6zgii garanti ve yazilim dogrulama
hikimlerinin  actk¢a  diizenlenmesi, operasyonel gorevlerde insan
miudahalesinin kapsaminin teknik ve hukuki standartlara gére tanimlanmast,
sistem karar siireglerine iliskin kayit ve izlenebilirlik yukumlaliklerinin
olusturulmasi, saha testleri ve bagimsiz denetimlerle guvenilirligin
dogrulanmasi ve uluslararast diizeyde sorumluluk paylasimina dair asgari
hukuki standartlarin belitflenmesi bulunmaktadir. Sonu¢ olarak, savunma
uygulamalarinda uzay tabanli YZ’nin hizla gelisen yapist karsisinda, uluslararast
hukuk normlarinin giincellenmesi ve “anlamli insan denetimi” ilkesinin hem
teknik hem hukuki boyutlarda standartlastirilmasi gerekmektedir.

Anahtar Kelimeler: Yapay zeka, Uzay hukuku, Savunma sanayii, Hukuki
sorumluluk, Anlamli insan denetimi

Abstract

Space-based artificial intelligence (AI) systems are increasingly utilized not
only in civilian missions but also in intelligence, surveillance, reconnaissance
(ISR), command-and-control (C2), autonomous mission planning, and
defense operations. Applications such as satellite-based imaging, target
classification, data analysis, and collision avoidance enhance operational
efficiency while introducing new legal and ethical challenges related to
accountability, transparency, and human oversight. Consequently, space-
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based Al has become a multidimensional phenomenon requiring the

reinterpretation of state and private actor obligations under space law.

The central legal issues surrounding defense-oriented space Al concern the
diminishing role of human control and the resulting accountability gaps.
Errors in automated target identification, compliance of autonomous actions
with international humanitarian law, and data integrity concerns all raise
uncertainty over who qualifies as the “legally responsible” actor. Within this
context, the principle of meaningful human control plays a pivotal role in
preserving human oversight and clarifying responsibility chains; yet, its
practical implementation within existing legal regimes remains ambiguous.

While the 1972 Convention on International Liability for Damage Caused by
Space Objects (Liability Convention) and the 1967 Outer Space Treaty
establish foundational state responsibility norms, they prove insufficient when
faced with the indirect and complex causalities produced by autonomous Al
systems. International organizations such as ESA, OECD, and NATO have
developed ethical frameworks for Al, but no harmonized, binding regime
addresses defense-specific use. Moreover, the exclusion of military
applications from the scope of the EU Artificial Intelligence Act perpetuates
legal uncertainty for dual-use systems.

This paper proposes several practical approaches to enhance legal compliance
in defense-related space Al operations: explicitly incorporating Al-specific
warranty and software verification clauses into procurement contracts; clearly
defining the scope of human intervention in accordance with technical and
legal standards; establishing detailed record-keeping and traceability
obligations; verifying system reliability through field testing and independent
audits; and developing minimum international standards for liability sharing.
Ultimately, bridging the gap between rapidly evolving space-based Al
technologies and international legal norms requires the modernization of
regulatory instruments and the institutionalization of meaningful human
control both technically and legally.

Keywords: Artificial intelligence, Space law, Defense industry, Legal liability,
Meaningful human control
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ASTRONOTLARIN BEYIN DEGIiSIMLERI VE GELECEKTEKI
UZAY YERLESKELERI: YAPAY ZEKA, NOROBILIM, UZAY
HUKUKU VE INSAN HAKLARI PERSPEKTIFINDEN BiR
DEGERLENDIRME

ASTRONAUTS BRAIN CHANGES AND FUTURE SPACE
SETTLEMENTS: AN AL NEUROSCIENCE, SPACE 1AW, AND
HUMAN RIGHTS PERSPECTIVE

Bildiri Ozeti
Najiba RAFIZADE’
Gozde SONAY™
Maral Giil EROL™
Ezgi Nur OZCELEN ™™
Ikbalnur ZORLU™™
Ozet

Astronotlarin beyninde uzay gorevleri sonucunda meydana gelen degisimler,
gelecekte  kurulmast planlanan uzay yerleskelerini sekillendiren temel
unsurlardan biri haline gelmektedir. Mikrogravite ortami, yiksek seviyeli
kozmik radyasyon ve uzun siireli izolasyon, insan beyninin bilissel stirecleri,
duygusal dengesi ve karar verme mekanizmalart tzerinde derin etkiler
yaratmaktadir. Bu nedenle, insanligin uzayda kalict yasam alanlart olusturma
hedefi sadece teknolojik inovasyonlarla degil, aynt zamanda nérobiyolojik
verilerin dikkatle degerlendirilmesiyle miimkiin olabilir. Uzayda uzun siire
kalan bireylerin beyin yapisinda gorilen ventrikiler genisleme, beyaz madde
baglantilarinda degisim ve sivi dagilimindaki kaymalar, gelecekteki sosyal

* Doktora Ogrencisi, Calisma Ekonomisi ve Endiistri Iliskileri, Kocaeli Universitesi. B-posta:
rafizade_najiba@yahoo.com ORCID: 0000-0002-8750-3916

* Dr., Istanbul Bakirkéy Hava Harp Okulu Birinci Basamak Muayene Merkezi Askeri Saglik
Birimi. E-posta: gozdesonayy@gmail.com ORCID: 0000-0002-8100-0920

** Av. Ankara Barosu. E-posta: advocate_maral@hotmail.com ORCID: 0009-0004-8802-
672X

= QOgrenci, Halic Universitesi, Siyaset Bilimi ve Uluslararast Tliskiler. E-posta:
ezgiozcelen@gmail.com ORCID: 0009-0003-7215-9133

= Ogrenci, Atilim Universitesi, Hukuk. B-posta: ikbalnurzorlu@gmail.com ORCID: 0009-
0000-0621-1202
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yasam modellerinin, ¢alisma diizenlerinin ve etik uygulamalarin yeniden ele
alinmasint  zorunlu kilmaktadir. Bu durum, vyalnizca saglik risklerinin
yonetilmesini degil; aynt zamanda bilissel kapasite, karar verme yetisi ve
psikolojik  dayanikliligin - hukuki ve etik ¢ercevelerle uyumlu sekilde
korunmasint da gerektirir. Buna ek olarak, uzayda ekip dinamiklerinin, liderlik
streclerinin ve kisisel davranis kaliplarinin da norobiyolojik etkiler 1s1ginda
yeniden tanimlanmasi gerektigi gorilmektedir. Bu baglamda, wuzay
yerleskelerinin  tasariminda disiplinlerarast bir yaklasim kaginilmazdur.
Norobilim, etik, hukuk, yapay zeka ve tip bilimleri bir arada diisiinilmeden
uzun siireli yasam stratejileri stirdiiriilebilir olamaz. Ozellikle insan haklarinin
ve temel Ozgurliiklerin uzayda nasil korunacagl, noérobiyolojik degisimlerin
toplumsal diizeni nasil etkileyecegi ve yapay zeka destekli sistemlerin gézetim
ile 6zerklik arasindaki dengeyi nasil kuracagl 6nemli arastirma alanlaridir. Bu
calisma, beyin yapisindaki norolojik degisimlerin anlagiimasinda norobilim ile
yapay zekanin rolint incelemekte; ayrica uzay yasaminin sirdirilebilirligini
destekleyecek  uyarlanabilir  hukuk mekanizmalarinin  gelistirilmesine
odaklanmaktadir. Tartisilan temel konular arasinda yapay zekanin dinamik
hukuk sistemlerinin olusturulmasindaki islevi, gelismis beyin gériintileme
teknolojilerinin yargi siireglerine entegrasyonu ve mikrogravite kosullarinda
noroplastisiteyi  temel alan rehabilitasyon programlarinin  tasarimi  yer
almaktadir.

Anahtar kelimeler: uzay hukuku, nérobilim, nérohukuk, yapay zeka, insan
haklari, uzay yerleskeleri

Abstract

The changes occurring in astronauts' brains as a result of space missions are
becoming one of the fundamental factors shaping future planned space
settlements. The microgravity environment, high levels of cosmic radiation,
and prolonged isolation create profound effects on the human brain's
cognitive processes, emotional balance, and decision-making mechanisms.
Therefore, humanity's goal of creating permanent living spaces in space can
be achieved not only through technological innovations but also through
careful evaluation of neurobiological data. Ventricular enlargement observed
in the brain structure of individuals who remain in space for extended periods,
changes in white matter connections, and shifts in fluid distribution
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necessitate a reconsideration of future social life models, work arrangements,
and ethical practices. This situation requires not only the management of
health risks but also the protection of cognitive capacity, decision-making
ability, and psychological resilience in harmony with legal and ethical
frameworks. Additionally, it is evident that team dynamics, leadership
processes, and personal behavioral patterns in space must be redefined in light
of neurobiological effects. In this context, an interdisciplinary approach in the
design of space settlements is inevitable. Long-term survival strategies cannot
be sustainable without considering neuroscience, ethics, law, artificial
intelligence, and medical sciences together. Particularly important research
areas include how human rights and fundamental freedoms will be protected
in space, how neurobiological changes will affect social order, and how Al-
supported systems will establish the balance between surveillance and
autonomy. This study examines the role of neuroscience and artificial
intelligence in understanding neurological changes in brain structure, while
also focusing on the development of adaptive legal mechanisms to support
the sustainability of space life. Key topics discussed include the function of
artificial intelligence in creating dynamic legal systems, the integration of
advanced brain imaging technologies into judicial processes, and the design of
rehabilitation programs based on neuroplasticity under microgravity
conditions.

Keywords: space law, neuroscience, neurolaw, artificial intelligence, human

rights, space settlements
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GNSS UYGULAMALARI iLE AFET MUDAHALE
OPERASYONLARININ GELISTIRILMESI

ENHANCING DISASTER RESPONSE OPERATIONS WITH GNSS
APPLICATIONS

Bildiri Ozeti
Abdurrahman ONAY"

Ozet

Son birka¢ on yilda dogal afetlerin sikligt ve siddeti, hizli kentlesme, ¢evresel
bozulma ve iklim degisikliginin etkisiyle 6nemli 6lgiide artmustir. Bu karmasik
afetler; hazirlik, mtidahale ve iyilestirme siireclerinde ¢ok disiplinli, teknoloji
odaklt bir yaklasim gerektirmektedir. Kiresel Navigasyon Uydu Sistemleri
(GNSS) — GPS (Amerika Birlesik Devletleri), GLONASS (Rusya), Galileo
(Avrupa Birligi) ve BeiDou (Cin) — modern afet yoénetim operasyonlarinin
vazgecilmez araglar haline gelmistir. GNSS, yiitksek hassasiyetli konumlama,
zamanlama ve yon bulma olanag: saglayarak, afet aninda sahadaki ekiplerin ve
yoneticilerin gercek zamanli olarak koordinasyon kurmalarina imkan tanir.
GNSS uydulart Dig Uzay Andlagsmast’nin I. Maddesi kapsaminda uzaydaki
faaliyetlerine serbestce devam etmektedir.

Bu calisma, GNSS teknolojilerinin afet miidahalesini giiclendirmek amaciyla
dinya genelinde nasil kullanildigini incelemekte ve bu kiresel uygulamalart
Turkiye’nin Afet ve Acil Durum Yonetimi Baskanhigt (AFAD) catist altindaki
ulusal sistemiyle karsilagtirmaktadir.  Ayrica uzay hukukunun 6nemini
vurgulamaktadir. Cesitli vaka analizleri, iyi uygulama 6rnekleri ve performans
degerlendirmeleri tzerinden, GNSS uygulamalarina iligkin  firsatlar ve
karsilasilan zorluklar beliflenmistir. Calismanin amact, uydu tabanli cografi
istthbaratin (geospatial intelligence) afet dayamikliligini giclendirmek icin
stratejik Oneriler sunmaktir. Japonya’nin GEONET sistemi ve ABD’nin
FEMA GPS aglari gibi uluslararast 6rnekler, tehlike izleme ve hizli midahale
sureclerinde GNSS’in degerini ortaya koymaktadir. Turkiye’de ise TUSAGA-

* Avukat, Konya 1l Afet ve Acil Durum Midirligi. E-posta: avukat.onay@gmail.com
ORCID: 0000-0001-8355-0734
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Aktif (CORS-TR) agi, AYDES Bilgi Sistemi ve AFAD’in mobil GNSS
¢cOzimleri, gucli bir cografi veri altyapisi olusturmustur. Bu sistemler,
santimetre duzeyinde hassasiyetle hasar tespiti, kaynak takibi ve saha
koordinasyonu saglamaktadir.

Sonug olarak, bulgular GNSS’in Cografi Bilgi Sistemleri (CBS), Uzaktan
Algilama (UA) ve Insansiz Hava Araclart (IHA) gibi tamamlayici teknolojilerle
butinlestirilmesinin  6nemini vurgulamaktadir. Béylece, veri odakli ve
butinlesik bir afet yonetimi ekosistemine ulagsmak miimkiin olacaktr.
Calisma, Turkiye ve benzeri gelismekte olan ilkeler icin GNSS kullanimint

guclendirecek politika 6nerileri ve kapasite gelistirme stratejileri 6nermektedir.

Anahtar Kelimeler: Uzay, GNSS, Afetler, Uzay Hukuku.

Abstract

The frequency and severity of natural disasters have significantly increased
over the last few decades as a result of rapid urbanization, environmental
degradation, and climate change. These complex emergencies demand a
multidisciplinary, technology-driven approach to enhance preparedness,
response, and recovery. Global Navigation Satellite Systems (GNSS) —
including GPS (United States), GLONASS (Russia), Galileo (European
Union), and BeiDou (China) — have emerged as vital tools in modern disaster
management operations. GNSS enables high-precision positioning, timing,
and navigation, allowing first responders and emergency managers to
coordinate effectively in real-time. GNSS satellites continue their activities in
space freely within the scope of Article I of the Outer Space Treaty.

This study examines how GNSS technologies are used globally to enhance
disaster response operations, and then compares these international
applications with Turkey’s national framework under the Disaster and
Emergency Management Authority (AFAD). This study also highlights the
importance of space law.Through a comprehensive review of case studies,
best practices, and performance analyses, this paper identifies both
opportunities and challenges associated with GNSS implementation. It aims
to provide strategic insights for strengthening national disaster resilience
through improved integration of satellite-based geospatial intelligence.
Globally, GNSS-supported systems like Japan’s GEONET and the United

17



Ugzay, Dijital Evren ve Hukuk (Bildiri Ozetleri Kitabr)

States’ FEMA GPS networks have proven invaluable for monitoring hazards
and coordinating rapid interventions. In Turkey, initiatives such as the
TUSAGA-Aktif (CORS-TR) network, AYDES Information System, and
AFAD’s mobile GNSS tools have created a resilient geospatial infrastructure.
These systems enable centimeter-level accuracy for rapid damage assessment,
resource tracking, and real-time field coordination.

Ultimately, the findings highlight the necessity of combining GNSS with
complementary technologies such as Geographic Information Systems (GIS),
Remote Sensing (RS), and Unmanned Aerial Vehicles (UAVs) to achieve a
comprehensive, data-driven disaster management ecosystem. The paper
concludes by recommending policy measures and capacity-building strategies
for Turkey and similar developing nations to enhance GNSS utilization for

effective disaster response.

Keywords: Space, GNSS, Disasters, Space Law
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SIMULASYONDAN TEKLIGE: UZAYDA DIiJiTAL iKiZLERIN
HUKUKI VE ETiK BOYUTLARI

FROM SIMULATION TO SINGULARITY: LEGAL AND ETHICAL
DIMENSIONS OF DIGITAL TWINS IN SPACE

Bildiri Ozeti
Maral Giil EROL’

Ozet

Ginumiuzde, bir yandan teknolojik tekilligin potansiyel risklerine iliskin
farkindalik artarken, 6te yandan dijital ikizlerin uzay arastirmalarindaki stratejik
degeri giderek daha belirgin hale gelmektedir. Dijital ikiz teknolojisi, fiziksel
sistemlerin veya nesnelerin davranisini, performansini ve mevcut durumunu
gercek zamanli olarak modelleyen veri odakli sanal temsiller olarak
tanimlanmaktadir. Uzay arastirmalarinda dijital ikizler; gérev simiilasyonlari,
uzay araglarinin operasyonel analizi, bakim ve optimizasyon sireglerinin
gelistirilmesi ile astronot saglik izleme uygulamalarinda 6nemli bir rol
oynamaktadir. Bu modeller, karmasik sistem davranislarinin anlasilmasini
kolaylastirmakta; operasyonel risklerin degerlendirilmesi, olast arizalarin
6ngorilmesi ve sireglerin verimliliginin artirllmast agisindan kritik bir arag
olarak kullanlmaktadir. Dijital ikizlerin yapay zeka ile entegrasyonu, uzay
teknolojilerinin  yonetimi ve yonetisim sureglerinde analiz, tahmin ve
simtlasyon kapasitesini 6nemli 6l¢tide genisletmektedir. Bu entegrasyon, ¢cok
kaynakli veri yapilarina uyum saglamayi, senaryo planlamasini ve sistem
optimizasyonunu mimkiin kilarak karar alma streclerine katki sunmaktadir.
Bununla birlikte, dijital ikiz teknolojilerinin genis Olgekte kullanimi, veri
guvenligi, veri yonetimi, sistem bitinligi ve sorumluluk paylasimi gibi hukuki
ve etik sorulart gindeme getirmektedir. Biytik 6lgekli veri isleme siireglerinin
dogast geregi ortaya cikan siber giivenlik riskleri ile hassas bilgilerin
korunmasina yonelik gereksinimler, ulusal diizenlemelere ve uluslararast
standartlara uyumlu yonetisim mekanizmalarint zorunlu kilmaktadir. Ayrica

* Av. Ankara Barosu. E-posta: advocate_matal@hotmail.com ORCID: 0009-0004-8802-
672X
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dijital ikizlerin trettigi verilerin ve olusturdugu analiz sonuclarinin fikri
milkiyet kapsamindaki hukuki statiisti net degildir. Bu belirsizlik, akademik,
ticari ve endustriyel uygulamalarda yeni diizenleme ihtiyaglarini ortaya
ctkarmaktadir. Hizla gelisen teknoloji, wuluslararast  dizenlemelerin
uyarlanmasint ve is birligi mekanizmalarinin  giiclendirilmesini  zorunlu
kilmaktadir. Bu ¢alisma, dijital ikizlerin uzay arastirmalarinda dogurdugu
hukuki ve etik meseleleri kapsamli bicimde ele almakta; veri yOnetisimi,
sorumluluk  paylastmi  ve c¢ok disiplinli is  birliginin  gerekliligini
vurgulamaktadir.

Anahtar Kelimeler: Dijital Tkiz, Yapay Zeka, Uzay, Hukuk, Etik
Abstract

Today, while awareness of the potential risks associated with technological
singularity continues to rise, the strategic value of digital twins in space
research is becoming increasingly evident. Digital twin technology is defined
as data-driven virtual representations that model the behavior, performance,
and real-time status of physical systems or objects. In space research, digital
twins play a significant role in mission simulations, operational analysis of
spacecraft, the development of maintenance and optimization processes, and
astronaut health monitoring applications. These models facilitate
understanding of complex system behaviors and serve as critical tools for
assessing operational risks, predicting potential failures, and improving
procedural efficiency. The integration of digital twins with artificial
intelligence significantly expands analytical, predictive, and simulation
capacities within the management and governance of space technologies. This
integration supports compatibility with multi-source data structures, enables
scenario planning, and allows for system optimization, thereby contributing
to more effective decision-making processes. Nevertheless, the large-scale use
of digital twin technologies raises important legal and ethical questions,
including data security, data governance, system integrity, and the allocation
of responsibility. The nature of extensive data processing activities introduces
cybersecurity risks and heightens the need for governance mechanisms
aligned with national regulations and international standards to ensure the
protection of sensitive information. Moreover, the legal status of the data
generated and the analytical outputs produced by digital twins within the
framework of intellectual property remains unclear. This uncertainty
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underscores the need for updated regulatory approaches across academic,
commercial, and industrial applications. The rapid advancement of
technology necessitates the adaptation of international regulatory frameworks
and the strengthening of cooperative mechanisms. This study examines the
legal and ethical issues arising from the use of digital twins in space research
and highlights the importance of data governance, responsibility sharing, and
multidisciplinary collaboration.

Keywords: Digital Twin, Artificial Intelligence, Space, Law, Ethics
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KIYMETLI EVRAKIN DIJITALLESMESI: HUKUKI VE TEKNIK
GEREKLILIKLER, MEVCUT TEKNOLOJILER VE ONERILER

DIGITIZATION OF NEGOTIABLE INSTRUMENTS: LEGAL AND
TECHNICAL REQUIREMENTS, CURRENT TECHNOLOGIES, AND
RECOMMENDATIONS

Bildiri Ozeti

Isik OZER®

Ayse Nilay SENOL™
Tugge TOMRUKCU™

Ozet

Uluslararast Ticaret Odast (ICC), Covid-19 salgininin basinda Nisan 2020°de
ticari faaliyetleri kesintisiz surdiirmek amaciyla ilkeleri kagitsiz ticarete
gecmeye ve gerekli hukuki duzenlemeleri yapmaya cagirmustir. Bu cagri,
konismento, polige, bono, ¢ek ve makbuz senedi gibi kiymetli evrakin dijital
ortama aktarilmast icin yasal diizenleme calismalarinin baslamasina veya bazi
tlkelerde hiz kazanmasina yol agmustir. ICC, kagit ve elektronik kiymetli
evrakin islevsel ve hukuki esdegerliginin 6nemini vurgulamis ve tim tlkelere
UNCITRAL’in 2017 tarihli Elektronik Devredilebilir Kayitlara Iliskin Model
Yasasint (Model Law on Electronic Transferable Records/MLETR) 6rnek

almalarini tavsiye etmistir.

Calismamizda da kiymetli evrakin elektronik ortamda guvenilir bi¢imde
dizenlenmest ve (zilyetlik, mulkiyet, rehin hakki kurulmasi, devredilmesi vb.)
hukuki islemlere konu olmasi igin gerekli teknik ve hukuki gereklilikler,
uluslararast  standartlar ve giincel teknolojik uygulamalar s181nda

Bu calisma, Tirkiye Bilimsel ve Teknolojik Arastirma Kurumu (TUBITAK) tarafindan
223K518 numarali proje ile desteklenmistir. Projeye verdigi destekten 6tiiri TUBITAK a
tesekkltletimizi sunatiz.

* Dogent Doktor, Ozyegin Universitesi Hukuk Fakiiltesi, Ticaret Hukuku Anabilim Dal E-
posta: isik. ozer@ozyegln edu.tr ORCID: 0000-0001-6588-8934

* Dogent Doktor, Ozyegin Universitesi Hukuk Fakiiltesi, Medeni Hukuk Anabilim Dalt E-
posta: nilay.senol@ozyegin.edu.tr ORCID: 0000-0001-7144-9698

“* Ozyegin Universitesi Sosyal Bilimler Enstitiisii Ozel Hukuk Béliimi Doktora Ogrencisi E-
posta: tugce.tomtukcu@ozu.edu.tt ORCID: 0000-0002-9957-8771
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incelenmektedir. Bu kapsamda kiymetli evrakin elektronik ortama
tasinmasinda tekilligin (uniqueness) ve butinligin (integrity) saglanmast gibi
gereklilikler ile uluslararast uyum (harmonization) ve genel givenilirlik
standartlart (reliability standards) tzerinde durulacak ve bu gerekliliklerin
hangi teknolojiler ile saglanabilecegi agiklanacaktir.

Kiymetli evrakin elektronik ortama tasmnmast igin gerekli olan teknik
gereklilikler t¢ grup altinda incelenmektedir: (i) Merkezi kayit sisteminde,
elektronik kiymetli evrakin orijinal niishast giivenilir bir kurum tarafindan
dijital imzalar, zaman damgasi, anahtar yonetimi ve kontrollii erisim
yontemleri ile korunur. (if) Tokenizasyona dayalt kayit sisteminde, kiymetli
evrakin kendisi yerine benzersiz kriptografik bir token iretilir ve sahiplik
anahtar kontroli ile dogrulanir. Hash-temelli butinlik kontrolleri, akilli
s6zlesmeler, kriptografik dogrulanabilitlik ve dijital imza teknolojileri 6nemli
rol oynar. (iii) Hibrit sistemde ise sahiplik kaniti dagittk defter tzerinde
tutulurken belgenin icerigi merkezi ya da dagitik olarak saklanir. Her t¢ sistem
de elektronik kiymetli evrakta dijital imzalar, zaman damgasi vb. ortak teknik
bilesenler kullanmakla bitlikte, givenin kaynagi ve sahiplik dogrulama
yontemleri bakimindan farklilagmaktadir. Merkezi kayit sisteminde giiven, tek
bir kurumun islemleri dogrulayip saklayan kapali altyapisina; tokenizasyona
dayali kayit sisteminde dagittk deftere, kriptografiye ve hibrit sistemde ise
merkezi otoriteye ve kriptografiye dayanur.

O halde, kiymetli evrakin elektronik ortama tasinmasi, bitinlik ve teklik
ilkelerinin  gozetildigi, giivenilir ve uluslararast standartlarla uyumlu bir
teknolojik ekosistemi gerektirmektedir. Calismamiz, belirttigimiz bu ilkeleri
incelemekte ve bu ilkelerin hayata gegirilmesi i¢in yararlamlan mevcut
teknolojilerin  giicli  ve siurh  yonlerini  karsidastirmali  olarak ortaya
koymaktadir.

Anahtar Kelimeler: Kiymetli evrak, Dijitallesme, Tokenizasyon, Dagitik
defter, Guvenilirlik standartlari

Abstract

In April 2020, amid the Covid-19 pandemic, the International Chamber of
Commerce (ICC) urged countries to transition to papetless trade and adopt
legal frameworks to ensure continuity of commercial activities. This initiative
accelerated legislative efforts in several countries to digitalize negotiable
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instruments, including bills of lading, promissory notes, bills of exchange,
cheques, and warehouse receipts. The ICC emphasized the functional and
legal equivalence of paper and electronic instruments and recommended that
countries consider the UNCITRAL Model Law on Electronic Transferable
Records (MLETR) as a reference framework which is published in 2017.

In this paper, the technical and legal requirements for the secure electronic
issuance of negotiable instruments, as well as for their involvement in legal
transactions (such as the establishment of possession, ownership, pledge
rights, and the transfer of the instrument) are examined. The analysis
considers international standards and current technological practices, focusing
on ensuring uniqueness and integrity, achieving international harmonization,
and adhering to general reliability standards, alongside the technologies that

support these requirements.

Technical solutions for electronic transfer are classified into three models: (1)
In centralized registries, the original instrument is safeguarded by a trusted
institution using digital signatures, timestamps, key management, and
controlled access. (ii) In token-based registries, a unique cryptographic token
represents the instrument, with ownership verified through key control. Hash-
based integrity checks, smart contracts, cryptographic verifiability, and digital
signatures serve a pivotal function in ensuring security and authenticity. (iii)
Hybrid systems maintain ownership proof on a distributed ledger while
storing document content centrally or in a distributed manner. Although all
three systems employ common technical components such as digital
signatures and time stamps, they diverge in terms of the source of reliability
and the methods used for verifying ownership: centralized systems depend on
a single trusted institution, token-based systems on the reliability of
distributed ledger and cryptography, and hybrid systems on a combination of
centralized authorities and cryptographic mechanisms.

Therefore, the digitalization of negotiable instruments requires a reliable
technologic ecosystem that upholds integrity and uniqueness while complying
with international standards. This paper examines these principles and
comparatively evaluates the strengths and limitations of existing technologies
that facilitate their implementation.

Keywords: Negotiable Instruments, Digitization, Tokenization, Distributed
Ledger, Reliability standards
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EVLILIK BIRLIGININ TEMELINDEN SARSILMASI BOSANMA
SEBEBI BAGLAMINDA METAVERSE TEKNOLOJISININ
DEGERLENDIRILMESI

THE EVALUATION OF METAVERSE TECHNOLOGY IN THE
CONTEXT OF SHAKING THE FOUNDATION OF THE MARRIAGE
UNION AS A GROUND FOR DIVVORCE

Bildiri Ozeti
Doga Ekrem DOGANCI"
Merve OZAYDIN™

Ozet

Guindelik hayatta karsilasilabilecek ve 6nceden belirlenmesi mimkiin olmayan
bir¢cok olay genel bosanma sebebine konu olabilir. Sayet bu olaylar evlilik
birligini temelinden sarsarsa ve buna baglt olarak ortak hayatin devam etmesi
eslerden beklenemezse bosanmanin genel sebebi olusur.

Genel bosanma sebeplerinden biri olan dar ve teknik anlamda evlilik bitliginin
temelinden sarsimast bosanma sebebinde kanun koyucu “evlilik birliginin
temeli” kavraminda hitktim ici bosluk birakmistir. Hukuki bir ihtilafta hakimin
takdir hakk: dahilinde dikkate alacagt bu kavram, somut olay dahilinde evlilik

birliginin ekonomik, duygusal, cinsel vb. temellerine iliskin olabilir.

Evlilik  birliginin =~ temelini  sarsan olgular, eslerin analog hayattaki
faaliyetlerinden kaynaklanabilecegi gibi dijital ortamdaki faaliyetlerinden de
kaynaklanabilir. Bu dijital ortamlardan biri de teknolojinin en gelismis ve en
son yeniliklerinden biri olan Metaverse’tiir. Interaktif katilimini saglayan
Metaverse, c¢esitli  Ozellikleriyle diger platformlardan  ayrilmaktadir.
Kullanicilar, hayatlarini, zihnen orada hissettikleri Metaverse’e adapte
edebilmektedir. Bu adaptasyon kullanicilarin bes duyu organina hitap edilerek
ve kullanicilara gunlitk hayattaki deneyimlerini Metaverse’te de yapabilme

* Dog. Dr., Izmir Katip Celebi Universitesi, Hukuk Fakiiltesi, Ozel Hukuk Anabilim Dali. E-
posta: dogackrem.doganci@ikc.edu.tr ORCID: 0000-0002-8771-0907

“Yiksek Lisans Ogrencisi, Tzmir Katip Celebi Universitesi, Hukuk Fakiiltesi, Medeni Hukuk
Anabilim Dalt. E-posta: metveozaydin51@gmail.com ORCID: 0009-0007-8193-9106
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imkant sunup kendilerini Metaverseiin igerisinde hissetmelerini saglayarak
gerceklestirilmektedir.

Kullanicilarin hayatlari bir nevi Metaverse’e aktarilabilecekse, bosanma sebebi
teskil edebilecek ¢esitli durumlar da Metaverse’te giindeme gelebilir.
Metaverse’te bir sosyal medya platformudur. Bu baglamda 6ncelikle genel
olarak sosyal medya kullanimindan dolaytr meydana gelen evlilik birligini
temelinden sarsan durumlarla karsiagilabilir. Bunun yaninda 6zellikle
Metaverse platformunda bu teknolojinin kullanimina 6zgii sebepler yliziinden
evlilik birligini temelinden sarsan durumlarla karsilagilabilir.

Giris bolumunde evlilik birliginin temelinden sarsimasi ve Metaverse
teknolojisi hakkinda genel bilgiler paylasilacaktir. Takiben Metaverse
teknolojisine 6zgu Ozellik tastyan evlilik birliginin temelinden sarsimasina
sebebiyet verecek durumlar ilgili Yargitay kararlart incelenerek aktarilacaktir.
Sonu¢ boliminde ise konuya iliskin  hukuki degerlendirmelerimiz
paylasilacaktir.

Anahtar Kelimeler: Metaverse, Metaverse Teknolojisi, Genel Bosanma
Sebepleri, Yargitay Kararlar, Evlilik Birliginin Temeli

Abstract

Events that may occur in life and cannot be predicted in advance may
constitute grounds for divorce. If these events fundamentally undermine the
marriage and, as a result, the continuation of the shared life cannot be
expected from the spouses, this constitutes grounds for divorce. Among the
general grounds for divorce, the legislature has left a legal gap in the concept
of “the foundation of the marriage union” in the narrow and technical sense
of the fundamental undermining of the marriage union as a ground for
divorce. This concept, which the judge will consider within the scope of his
or her discretion in legal disputes, may relate to the economic, emotional,
sexual, etc. foundations of the marriage union in the specific case.

Factors that undermine the foundation of marriage can stem from spouses'
activities in analog life as well as their activities in digital environments. One
such digital environment is the Metaverse, one of the most advanced and
cutting-edge innovations in technology. The Metaverse, which enables
interactive participation, stands out from other platforms with its various
features. Users can adapt their lives to the Metaverse, where they feel mentally
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present. This adaptation is achieved by appealing to the users' five senses and
allowing them to experience their daily lives in the Metaverse, enabling them
to feel immersed within it. If users' lives can be transferred to the Metaverse
in a way, situations that could constitute grounds for divorce may also arise in
the Metaverse. The Metaverse is also a social media platform. In this context,
situations that fundamentally undermine the marital union may arise due to
reasons specific to the use of social media in general and the Metaverse
platform in particular.

The introduction section will provide general information about the
undermining of the foundation of marriage and Metaverse technology.
Subsequently, Supreme Court decisions related to situations that could
undermine the foundation of marriage specific to Metaverse technology will
be examined and presented. In the conclusion section, our legal assessments
on the subject will be shared.

Keywords: Metaverse, Metaverse Technology, General Grounds for Divorce,
Supreme Court Decisions, Basis of Marriage

27



Ugzay, Dijital Evren ve Hukuk (Bildiri Ozetleri Kitabr)

METAVERSE SIRKETLERININ HUKUKI NITELIGI: DiJiTAL
EVRENLERDE SANAL TICARI iISLETMELER

THE I.LEGAL NATURE OF METAVERSE COMPANIES: A
COMMERCIAL IAW PERSPECTIVE ON VIRTUAL COMMERCLAL
ENTERPRISES UNDER THE TURKISH COMMERCIAL CODE

Bildiri Ozeti
Giilnur Ceren UCAR®

Ozet

Metaverse teknolojilerinin hizla gelismesi, dijital evrenlerde kurulan sanal ticari
isletmeleri hukuk diizeni agisindan tartistlmast gereken yeni bir alan haline
getirmistir. Bu c¢alisma, metaverse ortaminda faaliyet gOsteren girisimlerin
Tirk Ticaret Kanunu (“TTK?”) cercevesindeki hukuki niteligini inceleyerek,
dijjital evrende strdurtlen ekonomik faaliyetlerin “ticari isletme” kavrami ile
ne Slgide ortistiigint degerlendirmektedir. Metaverse’de magaza agan, dijital
hizmet sunan veya NFT ve diger dijital varliklar ticarete konu eden yapilarin,
klasik ticari isletme unsurlari olan “gelir saglamaya elverislilik”, “devamlilik”
ve “bagimsizlik” oOlcttlerini karsilaylp karsilamadigr calisma kapsaminda
ayrintilt olarak analiz edilmistir.

Bu cercevede, TTK m. 11°de yer alan ticari isletme taniminin, fiziksel bir
mekana bagli olmayan tamamen dijital faaliyetleri kapsayacak sekilde
yorumlanmast gerektigi ileri stiriilmektedir. Dijital evrende kullamilan ticaret
unvanlari, avatarlar araciligiyla yiritilen faaliyetlerde temsil ve sorumluluk
iliskisi, metaverse isletmelerinin ticaret siciline tescil edilebilirligi ve elektronik
ortamda tutulan kayitlarin ticari defter niteligi gibi hususlar, ticaret hukuku
bakimindan yeni ve ¢6ziimlenmesi gereken meseleler olarak 6ne ¢tkmaktadir.

CGalismada ayrica, blokzincir tabanli otonom organizasyon modelleri
(DAO’lar) ile TTK’da diizenlenen sirket tirlerinin karsilastirlmast yapilmis;
sanal mal ve hizmetlerin hukuki niteligi, s6zlesmesel iliskilerin kurulmast ve
dijital evrende tiiketici islemlerinden dogan sorumluluk konular1 ele alinmustur.

* Ars. Gor., Altinbas Universitesi Ticaret Hukuku ABD. E-posta: ceren.ucar@altinbas.edu.tr
ORCID: 0000-0001-8814-6546
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Metaverse platformlarinin merkeziyetsiz yapist nedeniyle ortaya gikan yetki,
denetim ve sorumluluk sorunlari da degerlendirilmis; mevcut hukuk diizeninin
dijital ticari isletmelere tam anlamiyla cevap veremedigi tespit edilmistir.

Sonu¢ olarak, calisma, metaverse’de gelisen ticari yapilarin Turk Ticaret
Hukuku bakimindan degerlendirilmesinin hem kavramsal hem de diizenleyici
anlamda o6nemli bosluklar icerdigini ortaya koymakta; dijital evrenlerdeki
ckonomik faaliyetleri kapsayacak yeni hukuki c¢ercevelerin gelistirilmesi
gerektigini vurgulamaktadir.

Anahtar Kelimeler: metaverse, dijital ticari igletme, ticaret hukuku,
blockchain, TTK

Abstract

The rapid development of metaverse technologies has transformed virtual
commercial enterprises operating within digital environments into a new legal
phenomenon requiring comprehensive analysis. This study examines the legal
nature of business activities conducted in the metaverse under the framework
of the Turkish Commercial Code (TCC), focusing on the extent to which
digital-world economic activities align with the traditional concept of a
“commercial enterprise.” The analysis explores whether businesses that open
virtual stores, provide digital services, or trade NFT's and other digital assets
within the metaverse satisfy the classical elements of a commercial enterprise,

) ¢

namely “profit-oriented activity,” “continuity,” and “organized structure.”

In this context, the study argues that the definition of a commercial enterprise
under Article 11 of the TCC must be interpreted in a manner capable of
encompassing purely digital operations that do not rely on any physical
location. Issues such as the use of trade names in digital environments,
representation and liability through avatars, the possibility of registering
metaverse businesses with the trade registry, and the status of electronically
maintained records as commercial books are discussed as emerging legal
questions requiring new doctrinal evaluation.

The study further compares blockchain-based decentralized autonomous
organizations (DAOs) with company structures regulated under the TCC,
addressing the legal nature of virtual goods and services, the formation and
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validity of contractual relationships in digital spaces, and the allocation of
liability arising from consumer transactions conducted within the metaverse.
Additionally, the decentralized structure of metaverse platforms raises
significant jurisdictional, supervisory, and liability challenges, revealing
considerable gaps within existing legal frameworks.

Ultimately, this study demonstrates that the emerging commercial structures
of the metaverse reveal conceptual and regulatory deficiencies within Turkish
Commercial Law. It emphasizes the need for new legislative and doctrinal
approaches capable of addressing economic activities carried out in digital
universes and ensuring legal certainty in this evolving domain.

Keywords: metaverse, digital commercial enterprise, commercial law,
blockchain, TCC
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METAVERSE’UN HUKUKA ETKIiSI VE GLOBAL METAVERSE
PAZARI

THE IMPACT OF THE METAVERSE ON LAW AND THE GLOBAL
METAVERSE MARKET

Bildiri Ozeti
Gokgen YUCEL'

Ozet

Bilgi ve iletisim teknolojilerindeki hizlt gelismeler, interneti Web 1.0°dan Web
4.0’a tastyarak, bireylere mevcut gercekligin Otesine gegme imkant sunan ve
kelime anlami "Gte-evren" olan Metaverse'ti ortaya cikarmistir. Metaverse,
fiziki diinyada yapilan ¢alisma, ticaret ve sosyal aktiviteler dahil olmak tizere
hemen her seyin simtlasyon yoluyla taklit edilebildigi, zaman ve mekandan
bagimsiz bir sanal yasam vaat etmektedir. Hukuk, dogasi geregi teknolojik
lerlemeleri takip etmek ve sosyal yasamdaki yikici etkileri sinurlayarak
muhtemel bosluklari doldurmak tzere degisime ugrar. Bu nedenle, Metaverse
gibi yikict bir teknolojinin giintimiiz hukuk sistemleri tizerinde yaratabilecegi
muhtemel degisimlerin incelenmesi kritik bir 6nem tagimaktadir.

Bu calismada, oncelikli olarak Metaverse’in mevcut hukuk sistemlerini
zorlayan ¢ok katmanl sorunlart incelenmektedir. Bu sorunlar arasinda, bir
gercek kisiye baglt olmayan, yapay zeka tarafindan kontrol edilen elektronik
kisi avatarlarinin hukuki kisiligi ve bunlarin ceza hukuku baglamindaki durumu
6ne ¢ikmaktadir. Zira bir sucun islenmesi sirasinda yapay zekanin sucun
manevi unsuruna sahip olup olmadigi tartismalidir. Benzer sekilde, farkl tlke
vatandaglart arasinda sanal ofislerde kurulan is iliskilerinde hangi tlkenin is
hukukunun uygulanacag: veya kripto paralarla yapilan sanal iirtin satislarindan
dogan vergi kayiplarinin nasil 6nlenecegi gibi stnur Otesi nitelikteki sorunlar
uluslararast diizenlemeleri zorunlu kilmaktadir.

Bu baglamda calismada, blok zincir tabanli islemlerden dogan uyusmazliklarin
¢6zUimi i¢in usul ekonomisi ilkesi geregi, 6nce sanal mahkeme algoritmalari

* Kamu Hukuku Ana Bilim Dali Doktora Ogrencisi, Bursa Uludag Universitesi. E-posta:
yucelgokcen26@gmail.com ORCID: 0000-0002-3566-4953
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ve ardindan gercek hukukcularin avatarlarindan olusan sanal temyiz
mahkemeleri tarafindan ytritilen bir yargilama modeli 6nerilmektedir. Ancak
temel hak ve htrriyetlerle dogrudan iliskisi nedeniyle ceza yargilamasinda karar
mekanizmasinin  bir  algoritmaya  teslim  edilmemesi gerektigi de
vurgulanmaktadir.

Hukuki zorluklarin Gtesinde, Metaverse'in ekonomik ve jeopolitik boyutlari
da stratejik bir yaklasim gerektirmektedir. 2030 yilina kadar 824,53 milyar
dolara ulagsmasi beklenen global Metaverse pazarindan biyik pay almasi
beklenen iilkeler karsisinda (ABD, Cin, Ingiltere) 6zellikle gelismekte olan
diger  tlkelerin  almast  gereken  teknik ve  hukuki  tedbitler
degerlendirilmektedir. Vergi kayb1 ve ucuz is giicii istthdami kaynaklt olas1
issizlik gibi olumsuz etkilere karst en 6nemli ¢6zumun, tlkelerin kendi ulusal

Metaverse evrenlerini insa etmeleri oldugu vurgulanmaktadir.

Anahtar Kelimeler: Metaverse, Hukuki Kisilik, Vergilendirme, Sanal
Mahkeme, Global Pazar

Abstract

The rapid advancements in information and communication technologies
have propelled the internet from Web 1.0 to Web 4.0, giving rise to the
Metaverse, which literally means "beyond-universe" and offers individuals the
opportunity to transcend existing reality. The Metaverse promises a virtual life
independent of time and space, where almost everything done in the physical
world, including work, commerce, and social activities, can be simulated. Law,
by its nature, evolves to follow technological advancements and fill potential
gaps by limiting their disruptive effects on social life. Therefore, examining
the potential changes that a disruptive technology like the Metaverse might
bring to current legal systems is of critical importance.

This study primarily examines the multilayered problems the Metaverse poses
to existing legal systems. Among these issues, the legal personality of
electronic person avatars controlled by artificial intelligence and not linked to
a real person, and their status in the context of criminal law, stand out; as it is
debatable whether artificial intelligence possesses the mens rea element of a
crime during its commission. Similarly, cross-border issues such as which
country's labor law should apply to employment relationships established in
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virtual offices between citizens of different countries, or how to prevent tax
losses arising from the sale of virtual products transacted with
cryptocurrencies, necessitate international regulations.

In this context, the study proposes a judicial model for the resolution of
disputes arising from blockchain-based transactions, which, for the sake of
judicial economy, would be conducted first by virtual court algorithms and
then by virtual courts of appeal composed of avatars of real legal
professionals. However, it is also emphasized that due to its direct relation to
fundamental rights and freedoms, the decision-making mechanism in criminal
justice should not be entrusted to an algorithm.

Beyond the legal challenges, the economic and geopolitical dimensions of the
Metaverse also require a strategic approach. Technical and legal measures that
other developing countries, in particular, should take against countries
expected to capture a large share of the global Metaverse market, projected to
reach $824.53 billion by 2030 (USA, China, UK), are evaluated. It is
emphasized that the most important solution against negative effects such as
tax loss and potential unemployment caused by the employment of cheap
labor is for countries to build their own national Metaverse universes.

Keywords: Metaverse, Legal Entity, Taxation, Virtual Court, Global Market
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AVRUPA BIiRLIGI DiJiTAL DUZENLEMESINDE KAMU-OZEL
ORTAKLIGININ ROLU VE HUKUKUN USTUNLUGU ILKESI
ACISINDAN DEGERLENDIRILMESI

THE ROLE OF PUBLIC-PRIVATE PARTNERSHIPS IN EUROPEAN
UNION DIGITAL REGULATION AND THEIR ASSESSMENT IN
LIGHT OF THE PRINCIPLE OF THE RULE OF LLAW

Bildiri Ozeti
Esra DEMIR"

Ozet

Avrupa Birlig'nde (AB) dijital diizenlemeler son yillarda 6nemli bir ivme
kazanmis ve bircok yeni dizenleme hayata gecirilmistir. 2016 yilinda kisisel
verilerin korunmasina iliskin dizenlemeler ile hareketlenen bu stireg, dijital
pazarlar, dijital hizmetler ve yapay zeka gibi ¢esitli alanlarda bir dizi diizenleme
ile devam etmistir.

AB yasa koyucusu dijital dizenleme alaninda inovasyon ve koruma
hedeflerine ulagsmayt amagclayan idealist bir durus sergilemektedir. Buna gore,
bir yandan temel hak ve Ozgirlikleri korumayr diger yandan teknolojik
inovasyona elverisli bir ortam hazirlamayt amaclamaktadir. Inovasyon ve
korumanin birlikte gerceklestirilmesi hedefine ulasmak igin ise risk temelli bir
yaklasim benimsemekte ve kamu ve 6zel sektor aktorlerinin is birligini

gerektiren gesitli enstriimanlar dngérmektedir.

Bu calisma, AB’nin dijital diizenleme alanindaki bu egiliminin roliine ve
hukukun dstinligi ilkesi agisindan yansimalarina odaklanmaktadir. Genel
olarak, kamu ve Ozel sektor aktorlerinin dizenlemeye ortak katidiminin,
inovasyon ve korumanin birlikte gerceklestirilmesi agisindan umut verici
oldugu soylenebilecektir. Dijital teknolojilerin  diizenlemenin konusunu
olusturdugu hususlarda geleneksel olarak yasa yapiminda kullanilan teknik ve
enstrimanlar arzu edilen sonucglart veremeyebilecektir. Bu sebeple bu
geleneksel yasa yapiminin kamu ve 6zel sektor aktorlerinden elde edilecek

* Dr. C")gretim Uyesi, Ankara Universitesi Hukuk Fakiiltesi, Bilisim ve Teknoloji Hukuku
Anabilim Dalt. E-posta: estademir@ankara.edu.tr ORCID: 0000-0002-4416-1290
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ortak bilgi birikimiyle diizenlenmesi dijital teknolojilerin daha etkili bir sekilde
dizenlenmesini saglama potansiyeline sahiptir. Nitekim, ikili hedefin
gerceklestirilmesi amactyla, AB yasa koyucusu, AB Genel Veri Koruma
Mevzuati, Dyjital Hizmetler Mevzuati ve Yapay Zeka Mevzuatinda davranis
kurallari, sertifikasyon ve teknik standartlar gibi baglayict olmayan
enstriimanlar benimsemistir. Gergekten de 6zel sektoriin sahip oldugu bilgi
avantaji, sektore 6zgl uygulanabilecek davranis kurallarinin belirlenmesinde,
sertifikasyon icin gerekli kriterlerin gelistirilmesinde ve teknik standartlarin
olusturulmasinda o6nemli bir rol oynamaktadir. Ancak bu yaklasimin
mitkemmel olmadig1 da unutulmamalidur.

De jure baglayiciligi bulunmayan bu enstriimanlarin de facto olarak baglayict
hale gelmesi, 6zel sektor aktorlerinin, Ozellikle buytk teknoloji sirketlerinin,
demokratik yollarla secilmis temsilcilerin diizenleyici faaliyetlerine katidimi
demokrasi konusunda endiselere yol agmakta ve demokrasi ile teknokrasi
arasindaki ¢izgiyi bulaniklastirmaktadir. Bu baglamda c¢alisma, demokrasinin
korunmasinda hukukun ustunligi ilkesinin temel gerekliliklerine saygt
gOsterilmesi i¢in yasa koyucunun daha net bir yaklasim benimsemesi
gerektiginin  altin1  ¢izmektedir. Ozel sektér aktorlerinin - kararlarinin
rasyonelligi, alinan kararlarin 6ngorilebilirligi ve anlasilabilirligi ve diger ilgili
paydaslarin karar alma mekanizmasinda s6z sahibi olmasi, hukukun dstinligi
prensibinin temelini olusturan giiciin keyfi kullaniminin azaltimasi agisindan
o6nem arz etmektedir.

Anahtar Kelimeler: Dijital diizenleme, Kamu-6zel ortakligi, Hukukun
Ustinligl, Demokrasi, Teknokrasi

Abstract

Digital regulation in the European Union (EU) has grown considerably in
recent years, with the implementation of numerous new regulations. This
process, which began in 2016 with regulations on the protection of personal
data, has continued with a series of regulations such as digital markets, digital
services and artificial intelligence.

In digital regulation, the EU legislator has adopted an idealistic stance, aiming
to achieve both innovation and protection. In doing so, it seeks to protect
fundamental rights and freedoms while creating an environment conducive to
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technological innovation. To achieve this objective, it adopts a risk-based
approach and envisages several instruments requiring cooperation between
public and private sector actors.

This study focuses on the role of this trend in EU digital regulation and its
implications for the rule of law. In general, joint participation by public and
private sector actors in regulation holds promise in terms of innovation and
protection. In areas where digital technologies are regulated, the techniques
and instruments traditionally used in law-making may not deliver the desired
results. Therefore, using the collective knowledge acquired by public and
private sector actors in regulation could enable more effective ways. Indeed,
in achieving the dual objective, the EU legislator has adopted non-binding
instruments, such as codes of conduct, certification, and technical standards
in the EU General Data Protection Regulation, the Digital Services Act, and
the Artificial Intelligence Act. The knowledge advantage of the private sector
plays an important role in determining sector-specific codes of conduct,
developing the criteria necessary for certification, and setting technical
standards. However, it should be noted that this approach is not flawless.

The de facto binding nature of these instruments, which are not de jure, raises
concerns about democracy and blurs the line between democracy and
technocracy, as private sector actors, particularly big technology companies,
participate in the regulatory activities of democratically elected
representatives. The study emphasises that legislators must adopt a clearer
approach. The rationality of decisions, their predictability and
comprehensibility, and the participation of other relevant stakeholders in the
decision-making are important for reducing the arbitrary use of power, which
is fundamental to the principle of the rule of law.

Keywords: Digital regulation, Public-private partnership, The rule of law,
Democracy, Technocracy
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AVRUPA INSAN HAKLARI MAHKEMESININ OZEL VE AILE
HAYATINA SAYGI HAKKI ISIGINDA VERI GUVENLIGINE
ILISKIN DENETIMI

EUROPEAN COURT OF HUMAN RIGHTS’ REVIEW OF DATA
SECURITY IN LIGHT OF THE RIGHT TO RESPECT FOR PRIVATE
AND FAMILIY LIFE

Bildiri Ozeti
Deniz KARADA§*

Veri givenligi, dijitallesmenin de yayginlasmasiyla giiniimiizde gittikge artan
bir 6neme sahiptir. Artan bu 6nemi sebebiyle veri giivenliginin korunmasi
Avrupa Insan Haklart Mahkemesi (AIHM) olmak {izere uluslararast ve Tiirk
Anayasa Mahkemesi olmak tizere ulusal bircok mahkemede dava konusu
olmaya baglamistir. Guiniimiizde her ne kadar Avrupa Insan Haklar
Sozlesmesinde (ATHS) heniiz bash bagina bir hak olarak kendisine yer
bulamasa da 6zel hayatin gizliligini koruma altina alan “6zel ve aile hayatina
saygt hakkr” cergevesinde ATHM kararlarina konu olmustur. Bu baglamda
ATHM, 6zel ve aile hayatina saygt hakkint diizenleyen madde 8 hiikmiine bir
aykiriligin bulunup bulunmadigint takdir ederken kullandigt ve bir¢ok hakka
yapilan miidahalenin hukuka uygunlugu degerlendirirken 6gretide tgla test
olarak adlandirlan kriterleri veri gtvenligi hususuna 6zgl bir bicimde
sekillendirmistir. Buna gére, madde 8 hikmi ¢ergevesinde veri glivenliginin
saglanmast i¢in o6ncelikle veri givenligine yapilan miidahalenin hukuki bir
zemine sahip olup olmadigi arastiridmaktadir. Veri giivenligine yapilan
miudahale hukuka uygun bir sekilde gerceklesmisse, testin bir sonraki agamast
olan ilgili miidahalenin mesru bir amact haiz olup olmadig
degerlendirilmesidir. Bu degerlendirme yapilirken madde 8’in ikinci fikrasinda
yer alan kamu gtvenligi, kamu sagliginin korunmasi, diger bireylerin haklarinin
korunmasi gibi mesru amaglarin varligl aranmaktadir. Testin son asamasinda
ise ilgili mudahalenin demokratik bir toplumda gerekliligi hususu
degerlendirilmektedir. Madde 8 hitkmiiniin bir geregi olarak ATHM; miimkiin

* Aragtirma Goérevlisi, Atlhm Universitesi Hukuk Fakiiltesi, Anayasa Hukuku Anabilim Dalr.
E-posta: deniz.karadas@atilim.edu.tr ORCID: 0009-0000-0223-8037
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olan en az verinin toplanip toplanmadigini, toplanan verinin miimkiin olan en
kisa strede silinip silinmedigini, verilerin yalnizca toplandiklari amag igin
kullanthp kullanilmadigini, toplanan verinin dogru ve gincel tutulup
tutulmadigint  ve veri toplama strecinin = seffaf olup olmadigin
degerlendirmektedir. Isbu calismada veri giivenligine 6zgii bu testin kapsami
ve AIHM’nin bu testi nasil ele aldig1 agiklanacaktir.

Anahtar Kelimeler: ATHM, AIHS m.8, icli test, veri guvenliginin
korunmasi, dijitallesme

Data security is gaining increasing importance today with the widespread
adoption of digitalization. Due to this growing importance, the protection of
data security has started to become the subject of litigation in many
international courts, including the European Court of Human Rights
(ECHR), and national courts, including the Turkish Constitutional Court.
Although it has not yet found a place for itself as a standalone right in the
European Convention on Human Rights (ECHR), it has been the subject of
ECHR judgments within the framework of the "right to respect for private
and family life," which protects the privacy of private life. In this context, the
ECHR, while assessing whether there is a violation of Article 8 concerning
the right to respect for private and family life, has adapted the criteria, known
in doctrine as the three-step test when evaluating the lawfulness of
interference with many rights, in a manner specific to the issue of data security.
Accordingly, to ensure data security within the framework of Article 8, it is
first investigated whether the interference with data security has a legal basis.
If the interference with data security has taken place lawfully, the next stage
of the test is the assessment of whether the interference has a legitimate aim.
In this assessment, the existence of legitimate aims, such as public security,
the protection of public health, and the protection of the rights of others,
listed in the second paragraph of Article 8, is sought. In the final stage of the
test, the necessity of the interference in a democratic society is evaluated. As
a requirement of Article 8, the ECHR assesses whether the minimum possible
data has been collected, whether the collected data has been deleted as soon
as possible, whether the data is used only for the purpose for which it was
collected, whether the collected data is kept accurate and up-to-date, and
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whether the data collection process is transparent. This study will explain the
scope of this data security-specific test and how the ECHR addresses this test.

Keywords: European Court of Human Rights (ECHR), ECHR Article 8,
three-step test, protection of data security, digitalization
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DEVLETIN SiBER UZAYDAKI MiLLi GUCONU MEYDANA
GETIREN UNSURLARINA YONELIK SIBER SALDIRIDA
BULUNMA SUCU: “SIBER GUVENLIK KANUNU”
KAPSAMINDA BiR INCELEME

THE CRIME OF CYBER ATTACK AGAINST THE EIL.LEMENTS OF
THE STATE THAT CONSTITUTE ITS NATIONAL POWER IN
CYBERSPACE: AN EXAMINATION WITHIN THE SCOPE OF THE
CYBER SECURITY LAW

Bildiri Ozeti
Veysel TOPUZ"

Ozet

Gunumiuzde dijitallesme stireclerinin hizla ilerlemesi, siber glivenligi kiiresel
6lgekte kritik bir 6ncelik haline getirmistir. Hem bireylerin hem de kurumlarin
dijital varliklarini koruma gereksinimi, gelismis tlkelerde stratejik nitelikte
siber giivenlik politikalarinin olusturulmasint ve bu alandaki teknolojik
yatirimlarin artirilmasini zorunlu kilmastir. Ozellikle kritik altyapilarin giivenligi
ile kamu kurumlarimin dijital varliklarinin korunmasi, glincel siber giivenlik
stratejilerinin temel bilesenleri arasinda yer almaktadir. Bu cercevede, “Milli
Teknoloji Hamlesi” kapsaminda tlkemizde yuritilen teknolojik doniistim
surecinin de en 6nemli gereksinimlerinden birisi etkin ve giicli bir siber
guvenlik altyapisinin tesis edilmesidir.

Gunumiuzde geleneksel harp tekniklerinin etkisini yitirmesiyle birlikte,
catismalar hibrit ve asimetrik nitelikli boyutlara dontsmustur. Karsi devletlerin
yurittigu siber operasyonlarin yant sira; terér orgutleri, organize sug aglari ve
bireysel motivasyonla hareket eden siber aktorler; kamu kurumlarini, enetji ve
finans sistemlerini, saglik hizmetlerini, iletisim altyapilarini ve ¢esitli teknolojik
platformlart hedef alan ¢ok yonlu saldirilar gergeklestirebilir hale gelmistir. Bu
saldirilart - Onleyebilmek amaciyla birgok Devlet bu alanda kapsamli
dizenlemeler yapmaktadir. Uluslararasi Telekomiinikasyon Birligi tarafindan
2024 yiinda yayimlanan Kiresel Siber Gtuvenlik Endeksi sonuclar

* Dr. Ars. Gor., Istanbul Medeniyet Universitesi Hukuk Fakiiltesi Ceza ve Ceza Muhakemesi
Hukuku ABD. E-posta: veyseltopuz_35@hotmail.com ORCID: 0000-0002-9831-2816
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incelendiginde, “Rol Model Ulke” kategorisinde yer alan 46 Devletin yaklasik
%971’inde siber guvenlik alaninda kapsamli ve ¢erceve bir normun yurtrlikte
bulundugu; kisisel verilerin korunmasi, siber suglarla micadele ve kritik
altyapilarin givenligine iliskin actk ve sistematik bir hukuki yap1 olusturuldugu
gorilmektedir. Buna karsin, tlkemiz s6z konusu kategori igerisinde
degerlendirilmesine ragmen uzun stre bu alant biitiinctl bigimde diizenleyen
bir siber guvenlik kanunundan yoksun kalmistir. Bu eksiklik, “12/03/2025
tarih ve 7545 sayilt Siber Guvenlik Kanunu’nun” yirirlige girmesiyle birlikte
giderilmis; boylece bu alanda munhasir bir Kanuna kavusulmustur.

Bahsi gecen Kanunun 16. maddesinde 6nemli cezai hitkiimler s6z konusudur.
Ozellikle s6z konusu maddenin 6. fikrasinda “Tiirkiye Cumhuriyeti’nin siber
uzaydaki milli gicini meydana getiren unsurlarina yonelik olarak siber
saldirida bulunma veya bu saldirt neticesinde elde ettigi her tiirlii veriyi siber
uzayda bulundurma eylemi” cezalandirilmistir. Bu  hitkmin uygulama
sinirlarinin, metinde gegen kavramlarin ceza hukukunda belirlilik ilkesi
baglaminda Oncelikle ortaya konulmasi gerekmektedir. Devaminda, s6z
konusu sucun TCK’da yer alan benzer suglarla olan ictima iliskisinin nasil
¢oziime kavusturulacaginin tartisiimast gerekmektedir. Ustelik halihazirda
casusluk, bilisim sistemlerine girme, sistemi engelleme, bozma veya verileri
degistirme fiillerinin TCK’da zaten sug¢ olarak diizenlendigi bir normatif
havuzda ayrica bir de bu sug tipine ihtiya¢ olup olmadiginin da tartisiimast
gerekmektedir. Calismada s6z konusu sug tipi, tim tartismali yonleriyle

incelenecektir.

Anahtar Kelimeler: siber giivenlik kanunu, siber saldiri, casusluk, bilisim
sistemine girme, igtima.

Abstract

The rapid advancement of digitalization processes today has made
cybersecurity a critical priority on a global scale. The need to protect the digital
assets of both individuals and institutions has necessitated the development
of strategic cybersecurity policies in developed countries and the increase of
technological investments in this area. The security of critical infrastructures
and the protection of the digital processes and assets of public institutions, in
particular, are among the fundamental components of current cybersecurity
strategies. Within this framework, one of the most crucial requirements of the
technological transformation process underway in our country as part of the
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National Technology Initiative is the establishment of an effective and robust
cybersecurity infrastructure.

Today, as traditional warfare techniques have become less effective, conflicts
have evolved into hybrid and asymmetrical dimensions. In addition to cyber
operations conducted by opposing states, terrorist organizations, organized
crime networks, and individually motivated cyber actors have become capable
of launching multifaceted attacks targeting public institutions, energy and
financial systems, healthcare services, communications infrastructures, and
various technological platforms. To prevent these attacks, many states are
implementing comprehensive regulations in this area. An examination of the
results of the Global Cybersecurity Index published by the International
Telecommunication Union in 2024 reveals that approximately 91% of the 46
states in the "Role Model Country" category have a comprehensive
framework norm in place in the field of cybersecurity, and a clear and
systematic legal structure has been established regarding the protection of
personal data, the fight against cybercrime, and the security of critical
infrastructures. Despite this, despite being classified as such, our country has
long lacked a cybersecurity law that holistically regulates this area. This
deficiency was remedied with the entry into force of the “Cyber Security Law
No. 7545 dated 12/03/2025”, thus an exclusive Law was achieved in this field.

Article 16 of the aforementioned law contains significant penal provisions.
Specifically, the sixth paragraph of this article penalizes “the act of conducting
a cyber attack against the elements that constitute the national power of the
Republic of Tiurkiye in cyberspace, or of keeping in cyberspace any data
obtained as a result of such an attack”. The application limits of this provision,
and the concepts mentioned in the text, must be determined primarily within
the context of the principle of certainty in criminal law. Subsequently, it is
necessary to discuss how the aforementioned crime's affiliation with similar
crimes stipulated in the Turkish Penal Code (TCK). Furthermore, in a
normative framework already regulated as crimes under the TCK, espionage,
accessing information systems, obstructing or disrupting systems, or altering
data, the need for an additional crime type must be discussed. This study will

examine this crime type in all its controversial aspects.

Keywords: cyber security law, cyber attack, espionage, entering information
systems, gathering.
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TURKIYE’NIN YENI 7545 SAYILI YENI SIBER GUVENLIK
KANUNU: YAPI, KAPSAM VE ETKILERI

TURKIYE’S NEW CYBERSECURITY LAW NO. 7545: STRUCTURE,
SCOPE, AND IMPILICATIONS

Bildiri Ozeti
Cemre Cise KADIOGLU KUMTEPE"

Ozet

Bu calisma, daha 6nce farklt mevzuat icinde daginik sekilde yer alan siber
guvenlik hikimlerini tek bir ¢att altinda toplayan 7545 sayili yeni Siber
Giuvenlik Kanunu'nu (SGK) incelemekte ve bu dizenlemenin genel
gercevesini ortaya koymaktadir. SGK, cesitli temel kurumsal yapilar
olusturmakta; kamu kurumlarina, 6zel sektor aktorlerine ve dijital ortamda
faaliyet gOsteren diger kisi ve kuruluslara kapsamli yukiumlilikler
getirmektedir. Kanun, siber givenligi agirlikli olarak ulusal giivenlik ekseninde
konumlandirsa da, bireysel haklarin korunmasina yonelik islevini de kabul
etmekte; siber altyapiun  yerlilestirilmesini  ve yerli teknolojilerin
gelistirilmesini tesvik etmektedir. SGK’nin bazi hiikiimleri, AB’nin NIS2
Direktifi ve Siber Dayanikhilik Yasast gibi diizenlemelerden etkilenildigini
gostermektedir. Keza, ve ulusal siber giivenlik stratejisi kapsaminda da bu
cerceveyle uyumun hedeflendigi acikea ifade edilmektedir.

Calisma, SGK’nin birden ¢ok alani dizenlemesine dikkat ¢cekmektedir. Kanun
ayni anda siber olaylara kars1 hazirlik bulunusluk kapasitesini artirmayi ve kritik
altyaptyt korumayt hedeflerken getirdigi bazi hikiimler neticesinde piyasa
denetimi ve igerik moderasyonuna zemin hazirlamaktadir. SGK, ifade
Ozgurligi ile kisi hiirriyeti iizerinde etkileri olabilecek idari ve cezai yaptirimlar
ongérmesine ragmen bircok yikimlilik ve yaptirim Olglitii yeterince agik
tanimlamamaktadir. Bu belirsizlik, SGK’nin Kisisel Verilerin Korunmast
Kanunu'na (KVKK) acgik bir atifta bulunmamasi nedeniyle daha da
derinlesmektedir. KVKK hala uygulanabilir olmasina karsin, SGK’nin mevcut

* Dr. Ogr Uyesi, Ankara Universitesi, Hukuk Fakiiltesi, Bilisim ve Teknoloji Hukuku
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gizlilik ve veri koruma diizenlemeleriyle iliskisi agikca ortaya konmamaktadur.
KVKK kapsamindaki kabahatler ile Ttrk Ceza Kanunu’ndaki kisisel veri
suclart ve siber su¢ diizenlemeleriyle 6rtiisen yaptirimlar nedeniyle ciddi bir
hukuki belirsizlik yaratmaktadir. Benzer catismalar, siber giivenlik iiriin ve
hizmetlerine getirilen yikiimlulikler bakimindan rekabet hukuku yéntnden
de gindeme gelebilecektir.

AB basta olmak tzere uluslararast duzeyde dijital yonetisim alaninda
benimsenen diizenleyici sadelesme egilimlerinin aksine, SGK ek uyum ve
bildirim yukimlilikleri getirerek hukuki karmagikligt artirmakta ve uyum
cabalarindan uzaklastirmaktadir. Calisma, SGK’nin amaglarini, kapsamini,
kurumsal mimarisini ve yaptiim rejimini inceleyerek SGK’nin genel
dizenleyici yaklasimini ortaya koymakta; SGK’nin uygulamadaki etkisinin
degerlendirilmesi agisindan ikincil mevzuat ile yargt ictihadinin belirleyici
olacagini savunmaktadir.

Anahtar Kelimeler: Siber giivenlik, dijital yonetisim, ulusal gtivenlik, veri
koruma, uyumlagtirma

Abstract

This article analyzes Ttirkiye’s new Cybersecurity Law (TCL) No. 7545, which
consolidates previously scattered cybersecurity provisions into a single
instrument. The TCL creates several core institutional bodies and introduces
broad duties for public authorities, private-sector entities, and other actors
operating in digital environments. Although the law frames cybersecurity
primarily through a national-security lens, it also acknowledges its role in
safeguarding individual rights, emphasizing the localization of cyber
infrastructure and the development of domestic cybersecurity technologies.
Certain provisions reflect influences from instruments such as the EU’s NIS2
Directive and the Cyber Resilience Act, which the national cybersecurity
strategy aims to harmonize with.

The study highlights the TCL’s multifaceted regulatory functions:
strengthening cyber preparedness and protecting critical infrastructure, while
also acting as a mechanism of market oversight and, potentially, content
moderation. The law establishes administrative and criminal sanctions that
may affect freedom of expression and personal liberty, yet several obligations
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and enforcement standards remain insufficiently defined. This ambiguity is
exacerbated by the absence of explicit references to the Personal Data
Protection Law (PDPL). Although the PDPL continues to apply, the TCL’s
failure to clarify its interaction with existing privacy and data-protection rules
creates uncertainty—particularly where overlapping sanctions arise under the
PDPL and under the Turkish Criminal Code provisions on personal-data
offences and cybercrimes. Similar conflicts may arise with competition law
rules in terms of obligations imposed on cybersecurity companies and

products.

Departing from international—particularly EU—trends toward regulatory
simplification in digital governance, the TCL introduces additional
compliance and reporting obligations, thereby increasing regulatory
complexity and distancing Turkish law from harmonization efforts. By
examining the law’s aims, scope, institutional architecture, and sanctions
regime, the study outlines the TCL’s underlying regulatory approach and
argues that forthcoming secondary legislation and judicial interpretation will
be crucial for assessing the practical impact of this new framework.

Keywords: Cybersecurity, digital governance, national security, data
protection, harmonization
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RUHSAT USULUNDE YENI BiR UYGULAMA: YOUTUBE
YAYINCILARINA RTUK LISANSI

ANEW IMPLEMENTATION WITHIN THE AUTHORIZATION
REGIME: RTUK LICENSING FOR YOUTUBE BROADCASTERS

Bildiri Ozeti
Meliksah CIRAKOGLU"

Ozet

Kamu hizmet, idarenin varlik sebeplerinden biridir. Bu ¢ercevede idare, ¢esitli
kamu hizmetlerini bizzat yerine getirmektedir. Ote yandan vatandaslarin
ihtiyaglari zamanla degistiginden, kamu hizmeti kavrami ve bu kavram
icerisinde degerlendirilebilecek faaliyetlerin kapsami da degisime ugramuistir.
Bu noktada, bazi kamu hizmetlerinin 06zel teknik bilgi ve uzmanhk
gerektirmesi veya kendine Ozgl yatirim ya da altyapiya ihtiyag duymas:
nedeniyle; idare tarafindan bizzat yerine getirilmesi yerine idarenin denetimi
ve gozetimi altinda 6zel hukuk kisilerince yiritilmesi gindeme gelmektedir.

Idare ¢esitli usullerle kamu hizmetini 6zel hukuk kisilerine gordiirebilmektedi.
Imtiyaz ya da yap-islet-devret yontemlerinde oldugu gibi, idare ile ézel hukuk
kisisi arasinda gerceklestirilen sézlesme kapsaminda kamu hizmetinin 6zel
hukuk kisisi tarafindan yurttilmesi mimkiin oldugu gibi; ruhsat, lisans ya da
izin olarak adlandirilan ve idarenin tek taraflt islemiyle 6zel hukuk kisisini
yetkilendirdigi yontemle de bir kamu hizmeti 6zel hukuk kisisi tarafindan
yerine getirilebilmektedir.

Ruhsat usulti genellikle, “virtiel kamu hizmeti” olarak isimlendirilen
hizmetlerin yerine getirilebilmesi amaciyla basvurulan yontemlerden biridir.
Bu tiir kamu hizmetleri ulasim, haberlesme ya da egitim gibi toplumun ortak,
surekli ve zorunlu ihtiyaglarim karsilayan ancak organik anlamda idare
tarafindan yerine getirilmemesi nedeniyle de “fonksiyonel kamu hizmeti”
olarak adlandirilan faaliyetlerdir. Virtiel kamu hizmetlerinde idare, sadece

* Doktor Ogretim Uyesi, Ankara Sosyal Bilimler Universitesi, Hukuk Fakiiltesi, Idare Hukuku
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kolluk yetkilerini kullanarak denetim yapmamakta; bu yetkilerin Gtesinde,
yurttilen faaliyetin icerigini dizenleyebilmekte ve denetleyebilmektedir.

Elektronik haberlesme ve internet hizmetleri, 5369 sayili Evrensel Hizmet
Kanunu gergevesinde evrensel hizmet kapsamina alinmis faaliyetlerdir. Bilgi
Teknolojileri ve Iletisim Kurumu (BTK), bu faaliyetlerin 6zel hukuk kisilerince
yerine getirilebilmesi amaciyla ruhsat ya da lisans vermek konusunda
yetkilendirilmistir.

Lisans usult ile internet hizmetlerinin kesistigi bir diger alan ise; Radyo
Televizyon Ust Kurulw'nun (RTUK) YouTube isimli sosyal medya
platformunda yayin yapan igerik treticilerine lisans verme uygulamasidir. 6112
sayilt Radyo ve Televizyonlarin Kurulus ve Yayin Hizmetleri Hakkinda Kanun
cercevesinde gerceklestirilen bu uygulama; lisans usuliiniin olduk¢a yeni bir
seklini ifade etmektedir. Bu nedenle; Kanun kapsaminda RTUK e taninan bu
yetkinin ashinda 5369 s. Kanun kapsaminda BTK’ya taninmas: gereken bir
yetki olup olmadigy; s6z konusu yetki ¢ergevesinde adi gecen platformda yayin
yapan igerik treticilerinden hangilerinin lisans uygulamast kapsaminda oldugu;
bunlarin lisans almamast durumunda ne gibi yaptirimlarin hangi sekilde
uygulanacagi gibi konular yeterince netlesmemistir. Bu ¢alisma, bahsi gecen
konulart ele almayt ve bunlarin netlestirilmesine katki saglamay:
amaclamaktadir.

Anahtar Kelimeler: Kamu Hizmeti, Ruhsat Usulii, Radyo Televizyon Ust
Kurulu, YouTube, Yayin Lisanst

Abstract

Public services constitutes a core justification for the existence of
administrative authority. Traditionally, the administration has directly
undertaken various public services; however, as societal needs have evolved,
both the definition of public service and the range of activities encompassed
by it have transformed. In this context, certain public services—due to their
need for specialized expertise, technical capacity, or substantial
infrastructure—may be performed not directly by the administration but by
private-law entities operating under its supervision and control.
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The administration may entrust the performance of public services to private
entities through different mechanisms. This may be achieved contractually, as
in concession or build-operate-transfer models, or through unilateral
administrative acts—commonly referred to as licenses, permits, or
authorizations—by which a private party is empowered to carry out a public

service.

The authorization procedure is frequently used for activities described as
“virtual public services.” These services meet common, continuous, and
essential societal needs—such as transportation, communications, or
education—yet are not executed organically by the administration, thereby
qualifying as “functional public services.” In such cases, the administration
exercises not merely police powers but may also regulate and supervise the
substantive content of the activity.

Electronic communications and internet services are classified as universal
services under the Universal Service Law No. 5369. The Information and
Communication Technologies Authority (BTK) is authorized to issue licenses
or authorizations enabling private entities to provide these services.

A more recent intersection of licensing procedures and internet-based
activities concerns the Radio and Television Supreme Council’s (RTUK)
licensing of content creators broadcasting on YouTube. Implemented
pursuant to Law No. 6112, this practice represents a novel form of the
authorization regime. As a result, significant legal uncertainties persist:
whether this authority should instead lie with BTK under Law No. 5369;
which YouTube content creators fall within the licensing obligation; and what
sanctions may apply to those who fail to obtain a license. This study seeks to
examine these issues and contribute to their clarification.

Keywords: Public Service, Authorization Procedure, RTUK, YouTube,
Broadcasting License
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TELEKOMUNIKASYON HiZMETLERININ
YETKILENDIRILMESi VE DENETLENMESINDE BAGIMSIZ
IDARI OTORITELERIN ONEMIi: BTK ORNEGI

THE SIGNIFICANCE OF INDEPENDENT ADMINISTRATIVE
AUTHORITIES IN THE AUTHORIZATION AND SUPERVISION OF
TELECOMMUNICATION ~SERVICES: THE CASE OF BIK
(INFORMATION ~AND  COMMUNICATION — TECHNOLOGIES
AUTHORITY)

Bildiri Ozeti
Beyzanur BASAK"

Ozet

Telekomiinikasyon hizmetleri, hak baglaminda haberlesme htrriyetinin bir
uzantist olup yiksek mahkeme kararlarinca bir kamu hizmeti olarak kabul
edilmektedir. Bu hizmetler kamu hizmetleri olmasinin yant sira 6zellestirmeye
acik, rekabetci bir sektérde kullantma sunulmaktadir. Ozellestirme ve
serbestlestirmenin bir sonucu olarak piyasa tzerinde yetkilendirme ve
denetleme sorunlari ortaya ¢tkmaktadir. Bu sorunlari gidermek adina bagimsiz
idari otoriteler etkin bir sekilde gérev almakta ve baski altinda kalmadan
yetkilendirme, dizenleme ve denetleme yoluna basvurabilmektedirler. Bu
nedenle bagimsiz idari otoriteler, elektronik haberlesme piyasasinda etkin
rekabetin, hukuki giivenligin ve kamusal denetimin aynt anda strdurtlebilmesi
icin buytk 6nem arz etmektedir.

Bagimsiz idari otorite niteligi tastyan kamu tiizel kisiligini haiz, idari ve mali
ozerklige sahip 6zel biitceli Bilgi Teknolojileri ve Tletisim Kurumu (BTK),
Ozellikle telekomiinikasyon gibi teknik uzmanlk ve rekabet denetimi
gerektiren alanlarda, idarenin hiyerarsik yapisindan ve siyasal karar alma
sureglerinden gorece bagimsiz sekilde kamu glici kullanan dizenleyici bir
kurumdur. BTK bu ¢ergevede, elektronik haberlesme piyasasinda rekabetin
saglanmasi, piyasa aksakliklarinin giderilmesi, kullanict haklarinin korunmast

* Ankara Yildirim Beyazit Universitesi, Sosyal Bilimler Enstitiisii, Kamu Hukuku Tezli Yiiksek
Lisans Ogrencisi. E-posta: avbeyzanurbasak@gmail.com ORCID: 0009-0004-7698-3469
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ve teknik standartlarin uygulanmasi gorevlerini yerine getiren, sektorel
dizenlemeyi kamu adina icra eden bagimsiz bir dizenleyici otorite
niteligindedir. BTK telekomiinikasyon hizmetlerinde dizenleme, denetim,
uzlastirma yetkilerini yukarida Dbelirtilen nedenlerle sektér Uzerinde
kullanmaktadr.

Bu calismada elektronik haberlesme sektoriinde bagimsiz diizenleyici otorite
olarak BTK’nin telekomiinikasyon araglart tzerindeki yetkileri ve bu yetki
kullaniminin hukuki gergevesi degerlendirilmektedir. Ayni zamanda sektorel
bakimdan BTK’nin uygulamadaki islevselligini analiz edilmektedir. Bu
kapsamda calisma, Ozellikle uzay tabanli haberlesme hizmetlerinin giderek
artan Onemine ragmen BTK’nin literatiirde sl bigcimde ele alinmus
olmasindan kaynaklanan boslugu doldurmayt hedeflemektedir.

Anahtar Kelimeler: Telekominikasyon Hukuku, Haberlesme , Bagimsiz
Idari Otoriteler, Bilgi Teknolojileri ve Iletisim Kurumu (BTK), Rekabet.

Abstract

Telecommunication services are considered an extension of the freedom of
communication in the context of rights, and they are recognized as a public
service by high court decisions. In addition to being public services, these
services are offered within a competitive sector open to privatization.
Consequently, privatization and liberalization result in authorization and
supervision issues within the market. To address these challenges,
independent administrative authorities are actively engaged and are able to
undertake authorization, regulation, and supervision without being subject to
pressure. Therefore, independent administrative authorities are of paramount
importance for simultaneously sustaining effective competition, legal
certainty, and public scrutiny within the electronic communication market.

The Information and Communication Technologies Authority (BTK), which
possesses the nature of an independent administrative authority, has public
legal personality, administrative and financial autonomy, and a special budget.
BTK is a regulatory institution that exercises public power relatively
independently of the hierarchical structure of the administration and political
decision-making processes, particularly in areas requiring technical expertise
and competition oversight, such as telecommunications.
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Within this framework, BTK functions as an independent regulatory authority
that executes sectoral regulation on behalf of the public, fulfilling duties such
as ensuring competition in the electronic communication market, remedying
market failures, protecting user rights, and implementing technical standards.

This study evaluates the powers of BTK, as an independent regulatory
authority in the electronic communication sector, over telecommunication
instruments, and the legal framework for the use of these powers. The study
aims to analyze their practical functionality from a sectoral perspective. In this
scope, the study intends to fill a gap stemming from the limited coverage in
the literature regarding BTK's position in the field of space-based
communication services, especially given the growing significance of these
services.

Keywords: Telecommunication Law, Communication, Independent
Administrative Authorities, Information and Communication Technologies
Authority (BTK), Competition.
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CEZA HUKUKU ACISINDAN UYDULARA YONELIK SIBER
SALDIRILAR

CYBER ATTACKS TARGETING SATELLITES FROM A CRIMINAL
LAW PERSPECTIVE

Bildiri Ozeti
Berke Celil AKTAS"

Ozet

Uydular haberlesme, gézlem ve diger hizmetlerin siirdiriilmesini saglayan
sistemlerdir. Onemleri giin gectikge artarken bunlara yonelik saldirilarin
tasidiklart riskler de biiyiimektedir. Rusya ile Ukrayna arasindaki catismada
bunun oOrnekleri goérilmektedir. Bu surecte, bir Ukrayna uydusuna zararlt
yazilimlarla yapilan saldirt sonucunda binlerce sivil ve askeri kullanicinin
internete erisimi kopmus ayrica Almanya’daki iki bin riizgar tribtintinin isleyisi
aksamistir. Baska bir olayda ise siber saldiriyla uydu sinyallerine muidahale
edilerek Ukrayna televizyonlarinda Moskova’daki askeri gecit torenleri
yayimlanmustir.

Thurkiye’nin uzayda toplam dokuz uydusu bulunmaktadir. Bunlardan altist
haberlesme, diger tcl ise gbzlem uydusudur. Bu uydulara yonelik olarak
yukaridaki 6rneklerdeki gibi bir saldirinin gerceklesmesi halinde bunun ceza
hukuku acisindan sonuclari incelenecektir.

Uydular 5237 sayili Tirk Ceza Kanunu (TCK) kapsaminda bilisim sistemi,
7545 sayili Siber Guivenlik Kanunu kapsaminda ise Turkiye Cumhuriyeti’nin
siber uzaydaki milli glicinii meydana getiren unsurlarindandir. Turkiye’nin
uydularina yonelik yukarida 6rnekleri verilen bir saldirt ile hangi suglarin
olusacagi, uydularin tiri géz 6ntinde tutularak tespit edilmelidir.

Uydularin bir siber saldiriyla islevsiz birakilmasi, TCK’nin 244. maddesinde
tanimli olan bilisim sistemini engelleme ve Siber Giivenlik Kanunu’nun 16/6
hikmiinde tanimlanan Turkiye Cumhuriyeti’nin siber uzaydaki milli giictini

* Avukat, Istanbul Barosu Bilisim Hukuku Komisyonu Sekreteri, Bahgesehir Universitesi
Bilisim Hukuku Yiiksek Lisans (2023), Marmara Universitesi Kamu Hukuku Doktora
Ogrencisi E-posta: celil@celilaktas.av.tr - ORCID: 0009-0006-1466-5216
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meydana getiren unsurlarina yonelik olarak siber saldirida bulunma suglarin
olusturacaktir. Siber saldirtya ugrayan uydunun bir haberlesme uydusu olmasi
halinde ise TCK’nin 124. maddesinde dizenlenen haberlesmenin
engellenmesi su¢unun tglinct fikradaki nitelikli hali olusur. Uydular kamu
hizmetine tahsis edilmis esyalardan olduklarindan bunlara yonelik bir siber
saldir1 sonucunda yayinlarin aksamasi halinde mala zarar verme sucunun
TCK’nin 152. maddesinin 3. fikrasinda tamimli nitelikli hali de stbut
bulacaktir. Haberlesmenin bdylece engellenmesinden  tutuklular ve
htktmliler de etkileneceginden TCK’nin 298. maddesinin ilk fikrasinda
tanimli su¢ da olusacaktir.

Goruldigu tzere, uydulara yonelik bir siber saldirt sonucunda birden fazla sug
stubuta erecektir ve bunlarin olaya ayri ayri tatbiki mimkindiir. Bu nedenle
goriniste ictimadan sz edilemeyecek ve fikri i¢tima hukimleri
uygulanacaktir. Nitekim, Siber Glivenlik Kanunu’nun 16/6 hitkmtnde taniml
su¢ ile TCK’daki suglar arasinda 6zel norm — genel norm iligkisi
bulunmamaktadir zira bu suglarin unsurlart ve koruduklari hukuki degerler
farklidir. Calismada uydulara karst bir siber saldirida fikri ictima kurallarinin
nasil uygulanacagi ve konuyla ilgili Yargitay kararlart incelenecektir.

Anahtar Kelimeler: Uydular, Siber Uzay, Siber Saldiri, Bilisim Sistemi, Fikri
Ictima.

Abstract

Satellites are systems enabling communication, observation, and other
services. As their importance grows daily, so do the risks posed by attacks
against them. Examples of this can be seen in the conflict between Russia and
Ukraine. In this process, a cyberattack by malware against a Ukrainian satellite
disconnected thousands of civilian and military users from the internet and
disrupted the operation of 2,000 wind turbines in Germany. In another
incident, a cyberattack on satellite signals disrupted Ukrainian TV stations,
causing them to broadcast military parades in Moscow.

In total, Ttrkiye has nine satellites in space. Six of these are communication
satellites, and the other three are observation satellites. The consequences of
the aforementioned attack on these satellites will be analysed from the
perspective of criminal law.
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Satellites are accepted as information systems under the Turkish Penal Code
No. 5237 and as components that constitute the national power of the
Republic of Tirkiye in cyberspace under Cybersecurity Law No. 7545. The
type of satellite shall be taken into account while deciding which crimes will
apply due to the aforementioned attack on Tturkiye’s satellites.

Rendering a satellite inoperable through a cyberattack constitutes the crimes
of preventing the functioning of a system as defined in Article 244 of the
Turkish Penal Code and committing a cyberattack against the components of
the national power of the Republic of Tirkiye in cyberspace as defined in
Article 16/6 of the Cybersecurity Law. If the targeted satellite is a
communications satellite, then the qualified form of prevention of
communications, as defined in the third paragraph of Article 124 of the
Turkish Penal Code will apply. Since satellites are items for public service, if
broadcasts are disrupted due to a cyberattack, the qualified form of the crime
of damaging property, as defined in the third paragraph of Article 152 of the
Turkish Penal Code will apply. Since detainees and convicts will also be
affected by the prevention of communications in this manner, the crime
defined in the first paragraph of Article 298 of the Turkish Penal Code will

also apply.

As it is seen, in the case of a cyberattack targeting satellites, multiple crimes
will be committed, and all of them can be applied. Therefore, there will be no
unreal joinder of offences and provisions of conceptual aggregation will apply.
Indeed, there is no special norm-general norm relationship between the crime
defined in Article 16/6 of the Cybersecurity Law and the crimes in the Turkish
Penal Code since the elements of these crimes and the legal goods they protect
are different. In the paper, the application of the rules of conceptual
aggregation in a cyberattack against satellites and the relevant decisions of the
Court of Cassation will be examined.

Keywords: Satellites, Cyberspace, Cyber Attack, Information System,
Conceptual Aggregation.
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E-TICARET SITELERINDE SAHTE YORUMLARA ILISKIN
CEZA HUKUKU BAGLAMINDA BiR DEGERLENDIRME

A CRIMINAL I.AW PERSPECTIVE ON FAKE REVIEWS IN E-
COMMERCE: AN ASSESSMENT WITHIN THE SCOPE OF
CRIMINAL L.AW

Bildiri Ozeti
Bedriye Bilkay OZBEK"

Ozet

Dijitallesmenin etkisiyle birlikte geleneksel ticaret anlayisinda kokli
degisiklikler meydana gelmis ve titketici davranislart bu degisimden 6nemli
Olgtide etkilenmistir. Ticaretin elektronik platformlara tasinmasiyla birlikte,
mal ve hizmetlere erisim daha genis bir yelpazede ve daha hizli bir bigimde
miimkiin hale gelmistir. Ozellikle tiiketicilerin “kullanict yorumlar” ve
“miusteri degerlendirmeleri” gibi Ol¢litlere aninda ulagabilmesi, saghkli ve
seffaf bir e-ticaret ortami1 hedefinin temel taslarindan biri olmustur.

Ancak son yillarda e-ticaret piyasalarinda yer alan “sahte kullanict yorumlart”,
gercekte var olmayan musteri deneyimlerinin sunulmasi suretiyle, piyasa
seffathigini ve giivenilirligini ciddi bicimde zedelemektedir. Bu baglamda, sahte
kullanict yorumlart araciligiyla koéti niyetli saticilarin haksiz ticari avantaj ve
maddi kazan¢ elde ettigi gbzlemlenmektedir. Bununla birlikte, bu sahte
icerikler aynt zamanda Turk Ceza Kanunu'nda (TCK) tanimlanan bazi sug
tiplerine de viicut vermektedir.

Sahte kullanict  yorumlari, ilk bakista bilisim sistemleri Uzerinden
gerceklestirilmeleri nedeniyle TCK’nin 243 ve 244. maddelerinde diizenlenen
“bilisim sistemine girme” veya “verileri bozma, yok etme, degistirme” sug
tipleriyle iliskilendirilebilir gibi gbriinse de, bu yorumlar genellikle sistemin
isleyisine yonelik izinsiz bir midahale icermemekte ve kullanict arayiizi
tzerinden, sistemin izin verdigi sekilde yapilmaktadir. Dolayisiyla, TCK m.244
anlaminda “veri bozma veya degistirme” fiilinden s6z etmek miimkin

* Arastirma Gorevlisi, Ankara Sosyal Bilimler Universitesi Hukuk Fakiiltesi, Idare Hukuku
Anabilim Dali. E-posta:bedtiye.ozbek@asbu.edu.tt ORCID: 0000-0002-8725-1798
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degildir. Buna karsilik, sahte yorumlarin amaci tiketiciyi aldatmak ve
ckonomik menfaat saglamaktir. Buna karsilik, sahte yorumlarin temel
amacinin tiiketiciyl aldatmak ve ekonomik menfaat saglamak oldugu dikkate
alindiginda, fiilin TCK m.158/1-f'de duzenlenen "bilisim sistemlerinin, banka
veya kredi kurumlarinin ara¢ olarak kullandmast suretiyle nitelikli
dolandiricilik"  sugunun unsurlarini  tagtyabilecegi degerlendirme konusu
olabilmektedir. Zira fail, e-ticaret platformu gibi bir bilisim sistemini arag
olarak kullanarak aldatict bir icerik iretmekte ve bu suretle haksiz kazang elde
etmektedir. Bu nedenle, sahte kullanict yorumlarinin cezai nitelendirilmesinde
TCK m.158/1-f hikmu esas alinmal;; bilisim sistemine yonelik teknik
miudahale icermeyen fiiller bakimindan TCK m.244 kapsaminda
degerlendirme yapilmamalidir.

Ote yandan, platform saglayicilar ve igerik iireticileri agisindan da sorumluluk
doguran hiikiimler mevcuttur. Internet Ortaminda Yapilan Yayinlarin
Diizenlenmesi ve Bu Yayinlar Yoluyla Islenen Suglarla Miicadele Edilmesine
iliskin 5651 sayili Kanun kapsaminda hem igerik saglayicilarin hem de yer
saglayicilarin yukimlalikleri gindeme gelmektedir. Calismamiz kapsaminda,
sahte kullanict yorumlarinin Tirk Ceza Kanunu hikimleri cercevesinde sug
teskil edip etmedigi detayll sekilde incelenecek; ayrica 5651 sayili Kanun
kapsaminda erisimin engellenmesi ve igeriklerin yayindan kaldirilmast gibi
onleyici tedbirler ekseninde hukuki degerlendirmesi yapilacaktir.

Anahtar Kelimeler: E-Ticaret, Ceza Yaptirimi, Bilisim Suclart, Cevrim Ici

Platformlar, Sahte Yorumlar.

Abstract

With the impact of digitalization, traditional trade practices have undergone
profound changes, and consumer behavior has been significantly affected by
this transformation. As trade has moved to electronic platforms, access to
goods and services has become possible across a wider range and in a much
faster manner. In particular, consumers’ ability to instantly access metrics such
as “user reviews” and “customer evaluations” has become one of the
fundamental pillars of a healthy and transparent e-commerce environment.

However, in recent years, “fake user reviews” appearing in e-commerce

markets have seriously undermined market transparency and reliability by
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presenting customer experiences that do not actually exist. In this context, it
has been observed that malicious sellers gain unfair commercial advantages
and financial profit through fake user reviews. Moreover, these fake contents
also correspond to certain criminal offenses defined under the Turkish Penal

Code (TPC).

At first glance, fake user reviews might seem related to the offenses of
“unauthorized access to a computer system” or “altering, destroying, or
corrupting data” as regulated under Articles 243 and 244 of the TPC, since
they are conducted through information systems. However, these reviews
generally do not involve unauthorized interference with the system’s
operation and are submitted through the user interface in a manner permitted
by the system. Therefore, it is not possible to speak of “data alteration or
corruption” within the meaning of Article 244. On the other hand,
considering that the main purpose of fake reviews is to deceive consumers
and obtain economic benefit, it may be evaluated that the act could carry the
elements of the offense of “qualified fraud committed by using information
systems, banks, or credit institutions as a means,” regulated under Article
158/1-f of the TPC. The perpetrator uses an information system, such as an
e-commerce platform, as a tool to produce deceptive content and thereby
gains unjust profit. Consequently, the criminal characterization of fake user
reviews should be based on Article 158/1-f of the TPC; acts that do not
involve technical interference with the information system should not be
evaluated under Article 244.

Furthermore, there are provisions that impose liability on platform providers
and content producers. Under Law No. 5651 on the Regulation of
Publications on the Internet and Combating Crimes Committed Through
These Publications, the obligations of both content providers and hosting
providers come into play. Within the scope of our study, whether fake user
reviews constitute a criminal offense under the provisions of the Turkish
Penal Code will be examined in detail; additionally, preventive measures such
as blocking access and removing content under Law No. 5651 will also be
evaluated from a legal perspective.

Keywords: E-Commerce, Criminal Sanction, Cybercrimes, Online Platforms,
Fake Reviews.
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GORUNMEYEN SINIRLAR: DiJiTAL EGEMENLIGIN
ULUSLARARASI HUKUKTAKI YANSIMALARI

INVISIBLLE BORDERS: REFLLECTIONS OF DIGITAL
SOVEREIGNTY IN INTERNATIONAL AW

Bildiri Ozeti
Pelin OZKAYA OKMEN*

Ozet

Dijital ¢ag, devletlerin egemenlik anlayisint kokld bicimde déntstirmustiir.
Devletler artik yalnizca fiziksel topraklar tizerinde degil, veri, ag altyapisi ve
dijital platformlar Gizerinde de yetki kullanma ihtiyactyla karst karstyadir. Siber
uzayin sinir asan dogast, devletlerin egemenlik yetkilerinin  sinirlarin
karmagiklagtirmakta, bu durum uluslararast hukukun uygulanabilirligi
konusunda yeni bir tartisma alant yaratmaktadir.

Dijital egemenlik, “devletlerin dijital altyaps, veri ve bilgi tizerindeki karar ve
diizenleme yetkisi” olarak tanimlanmaktadir.  Bildiri, dijital egemenlik
kavramint uluslararasi hukuk perspektifinden ele alarak, siber uzayda devlet
yetkilerinin normatif sinirlarint belirlemeyi amaclamakta ve bu cercevede g
temel soruya yanit aramaktadir:

1. Mevcut egemenlik ilkeleri siber uzaya ne 6l¢tide uygulanabilir?
2. Devletler siber giivenlik gerekgesiyle hangi sinirlar i¢inde hareket edebilir?

3. Bualanda uluslararast hukuk hangi 6l¢tide baglayict ve uygulanabilir bir etki
yaratmaktadir?

Bu kapsamda bildiride, siber operasyonlarin egemenlik ihlali ve mudahale
yasagl baglaminda nasil degerlendirildigine iliskin “Tallinn Manual 2.0” ve
“BM Actk Uclu Calisma Grubu (OEWG)” raporlart temel belgeler olarak ele
alinmakta, bu belgelerden yola ¢tkarak Avrupa Birligi'nin ‘dijital egemenlik’

* Avukat, Arabulucu, Ankara Barosu, Hacettepe Universitesi Doktora Ogrencisi. E-posta:
avpelinozkaya@gmail.com ORCID: 0000-0002-5429-2729
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yaklagimi, Cin’in ‘bilgi egemenligi’ modeli ve Tturkiye’nin ulusal siber stratejisi
karsilastirmali olarak incelenmektedir.

Bulgular, siber uzayin uluslararast hukuk kapsaminda kabul edildigini, ancak
normatif diizeyde halen “soft law” diizeyinde isledigini ve devletlerin siber
uzaydaki davranslarini sekillendiren ortak ilkelerin heniiz tam anlamiyla
kurumsallasmadigini gostermektedir.

Sonug olarak dijital egemenlik, teknik bir siber glivenlik meselesinden Gte,
uluslararast hukukun dijital ortamda uygulanabilitligini ve dijital haklarla
guivenlik arasindaki dengeyi sinayan bir alandir. Bildiri, bu alanda gelistirilecek
normatif ¢ercevenin, hem devletlerin giivenlik kaygilarini hem de bireylerin
dijital haklarint koruyacak bicimde, uluslararast isbirligi mekanizmalariyla
dengelenmesi ve gliclendirilmesi gerektigini savunmaktadir.

Anahtar Kelimeler: Dijital Egemenlik, Siber Uzay, Uluslararast Hukuk, Siber
Givenlik, Uygulanabilirlik

Abstract

The digital age has profoundly transformed the notion of state sovereignty.
States today face the need to exercise authority not only over their physical
territories but also over data, network infrastructures, and digital platforms.
The cross-border nature of cyberspace complicates the boundaries of state
sovereignty, creating new debates on the applicability of international law in
this domain.

Digital sovereignty is defined as “the authority of states to make decisions and
regulations concerning digital infrastructure, data, and information.” This
paper examines the concept of digital sovereignty from the perspective of
international law, aiming to identify the normative boundaries of state
authority in cyberspace and addressing three central questions:

1. To what extent can existing principles of sovereignty be applied to
cyberspace?

2. Within what limits can states act on the grounds of cybersecurity?

3. To what degree does international law produce binding and applicable
effects in this field?
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In this context, the paper takes the Tallinn Manual 2.0 and the UN Open-
Ended Working Group (OEWG) reports as primary reference documents to
assess how cyber operations are interpreted in relation to violations of
sovereignty and the prohibition of intervention. Building on these
frameworks, the study compares the European Union’s approach to “digital
sovereignty,” China’s model of “information sovereignty,” and Turkey’s
national cyber strategy.

The findings show that cyberspace is accepted within the scope of
international law, but it still operates at the normative level as ‘soft law’ and
the common principles shaping the behavior of states in cyberspace have not
yet been fully institutionalized.

Ultimately, digital sovereignty is not merely a technical cybersecurity issue but
a field that tests the applicability of international law in the digital environment
and the balance between digital rights and security. The paper argues that the
normative framework to be developed in this area should balance and
reinforce both state security concerns and the protection of individual digital
rights through mechanisms of international cooperation.

Keywords:  Digital  Sovereignty, CyberSpace, International Law,
CyberSecurity, Applicability.
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ILETISIM AHLAKI YASASI BOLUM 230 KAPSAMINDA DERIN
KURGU TEKNOLOJISIYLE URETILEN ZARARLI
ICERIKLERIN SOSYAL MEDYA PLATFORMLARINDA
YAYILMASININ ONLENMESI

THE PREVENTION OF THE DISSEMINATION OF HARMFUL
CONTENT PRODUCED THROUGH DEEPFAKE TECHNOLOGY ON
SOCLAL MEDIA PLATFORMS UNDER SECTION 230 OF THE
COMMUNICATIONS DECENCY ACT

Bildiri Ozeti
Fatih Tolga SUMERLI"

Ozet

Bilisim teknolojilerinde yasanan gelismelerin giindelik hayata sundugu araclar
cesitlilik arz ederken bunlardan biri de ginimuzde derin kurgu teknolojisi
olmustur. Kisaca gercekligin degistirilmesi olarak ifade edilebilecek olan derin
kurgu teknolojisi, sanat gibi yaraticiigin 6nemli oldugu alanlarda ¢igir acan
faydalt bir gelisme olarak gorilmektedir. Buna mukabil bu teknolojinin kotd
niyetli kullanimlart sonucunda bireysel veya toplumsal 6lgekte, kisilik haklarina
saldirt ve dezenformasyon gibi ciddi tahribatlara yol agabilecek zararl
ornekleriyle de yaygin bir sekilde karsilagilmistir. Derin kurgu teknolojisinin
koth niyetli olarak kullanilmasi sonucunda yiksek derecede sorun teskil
edebilecek igeriklerin, bir de kiiresel bir sanal evren olan sosyal medyanin sahip
oldugu kelebek etkisi giiciiyle birlikte yayilma hizi konunun tartisilmasinin
O6nemini arttirmaktadir. Zararlt derin kurgu iceriklerin, sosyal medyada
yaytlmasinin 6nlenmesi konusunun calismada ele alinmasinin temel amact, bu
teknolojinin yaratabilecegi yeni olumsuz sonuglarin 6nlenmesi i¢in doktrinde
sunulan teknik ¢6ztim o6nerilerinin hukuki dizenlemelerle birlikte yeniden
degerlendirilmesidir. Calisma 6zelinde incelenecek olan Amerika Birlesik
Devletleri'nde 1996  yihinda vyiiriirliige giren Iletisim  Ahlaki  Yasast
(Communications Decency Act -CDA-) Bélim 230, iki acidan incelemeye

*Tezli Yitksek Lisans Ogrencisi, Ankara Sosyal Bilimler Universitesi Sosyal Bilimler Enstitiisii
Biligim ve Teknoloji Anabilim Dali. E-posta: tolgasumetli06@gmail.com ORCID: 0009-
0004-3096-2021
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degerdir: Birincisi, Bélim 230un b fikrasinin dordiinci bendinde ve c
fikrasinin ikinci bendinde, zararli ¢evrimici igerigin engellenmesine yonelik
filtreleme araclarinin hizmet saglayicilar tarafindan gelistirilmesinden ve bu
faaliyetlerinden dolayt sorumlu tutulmayacaklarindan bahsedilmektedir. S6z
konusu hukiimlerin, zararli derin kurgu igeriklerin sosyal medya
platformlarinda  yayilmasimin  engellenebilecegine isaret eden tespit
yazilimlarinin  platformlara entegre bir sekilde kullanilmasi bigiminde
yorumlanmast miimkiindiir. Ote yandan Bolim 230’la ilgili olarak ikinci
onemli husus, kiresel sosyal medya igeriklerinin ¢ogu Facebook, X ve
Youtube gibi ABD sirketleri tarafindan barindirilmaktadir. Dolayistyla Tletisim
Ahlaki Yasasi, her ne kadar bir ABD yasas1 olsa da hizmet saglayicilarin Boliim
230’a cevap olarak uygulamaya almak zorunda olduklart teknik yaziimlar ile

kiiresel capta bir temel olusturarak olumlu etkiler saglayacaktir.

Anahtar Kelimeler: Derin kurgu teknolojisi, yapay zeka, sosyal medya,
iletisim ahlaki yasast, bolum 230

Abstract

While the tools offered by developments in information technology to
everyday life are diverse, one of them today is deepfake technology. Deepfake
technology, which can be briefly described as the alteration of reality, is seen
as a groundbreaking and beneficial development in fields where creativity is
important, such as art. However, harmful examples of this technology's
malicious use have also become widespread, potentially causing serious
damage on an individual or societal scale, such as attacks on personal rights
and disinformation. The use of deepfake technology for malicious purposes,
combined with the butterfly effect power of social media as a global virtual
universe, increases the speed at which highly problematic content can spread,
increases the importance of discussing this issue. The main purpose of
addressing the prevention of harmful deepfake content spreading on social
media in this study is to re-evaluate the technical solutions proposed in the
doctrine, along with legal regulations, in order to prevent the new negative
consequences that this technology may create. Section 230 of the
Communications Decency Act (CDA), which came into effect in the United
States in 1996 and will be examined in this study, is noteworthy in two
respects: First, Sections 230(b)(4) and (c)(2) state that service providers cannot
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be held liable for developing filtering tools to block harmful online content or
for their activities in this regard. These provisions can be interpreted as
allowing platforms to integrate detection software to prevent the spread of
harmful deepfake content on social media platforms. On the other hand, the
second important point regarding Section 230 is that most global social media
content is hosted by US companies such as Facebook, X, and YouTube.
Therefore, although the Communications Decency Act is a US law, it will have
positive effects by establishing a global foundation through the technical
software that service providers are required to implement in response to
Section 230.

Keywords: Deepfake technology, artificial intelligence, social media,
communications decency act, section 230
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ELEKTRIKLI ARACLARDA INTERNET KULLANIMI VE E-SIM
TEKNOLOJIsI

INTERNET USE AND E-SIM TECHNOILOGY IN ELLECTRIC
IVEHICLES

Bildiri Ozeti

Busra Demir Yildirim*

Ozet

Elektrikli araglar, 1800’14 yillardan giniimiize kadar 6nemli bir gelisim
gostermis ve cevreci beklentilerin artmasiyla yeniden ilgi gérmeye baslamustir.
Batarya teknolojilerinin ilerlemesi ve sarj altyapisinin yayginlasmasi, bu
araclarin giinlik hayata daha iyi uyum saglamasina imkan tanimustir. Modern
elektrikli araclar arttk sadece bir ulasim aract olmaktan cikmis, internet
baglantist sayesinde veri ileten ve uzaktan yonetilebilen akilli sistemlere
dontusmustir. Gergek zamanlt trafik bilgisi, sarj durumu takibi, uzaktan
kontrol gibi 6zellikler bu baglantinin temel islevleri arasindadir. e-SIM
teknolojisi ise fiziksel SIM kart ihtiyacini ortadan kaldirarak daha gtvenli ve
esnek bir iletisim imkant sunmaktadir. Bu sayede yazilim giincellemeleri daha
hizli yapilmakta ve ara¢ ile bulut sistemi arasindaki veri akisi kesintisiz hale
gelmektedir.

Elektrikli araglarda internet kullanimiyla birlikte e-SIM  teknolojisinin
yayginlasmasi, bu araglara iliskin teknik ve idari diizenlemelerin 6nemini
artirmistir. Mevzuatta elektrikli araclarda internet ve e-SIM kullanimina iliskin
dogrudan bir yasaklama bulunmamakla birlikte, veri giivenligi, gizlilik ve ulusal
guvenlik  kaygilart  ¢ercevesinde  belirli  siurlamalarin - getirilebilmesi
mumkuindur. Bilgi Teknolojileri Kurumu, Turkiye’de veri giivenligi, kullanict
bilgileri ve haberlesme sistemlerinin kontroli gibi alanlarda belirli kurallar
ongormekte ve Ozellikle e-SIM’lerin  yerli olarak yonetilmesini = sart
kosulmaktadir. Bu yaklasim, baglant: altyapisinin giivenli sekilde isletilmesini

* Hakim Yardimcisi, Ankara Sosyal Bilimler Universitesi Sosyal Bilimler Enstitiisit Kamu
Hukuku Anabilim Dali. E-posta: busra.demiryilditim@student.asbu.edu.tt ORCID: 0009-
0000-0589-7812
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ve yazilim glincellemeleri, acil durum bildirimleri ve iletisim sistemlerinin
sorunsuz c¢alismasini amaglamaktadir. BTK’nin e-SIM modillerinin yalnizca
yerli mobil isletmeciler tarafindan programlanabilmesi, verinin tlke sinurlart
icinde tutulmast ve araglarda kullanilan e-Call sistemlerinde yerli SIM kart1 ile
yetlesik sunucu kullaniminin zorunlu olmast kararlari 6nemli hukuki sonuclar
dogurmaktadir. Bu kararlar basta milli giivenlik, kamu diizeni, rekabet ve
tiketici haklarinin  korunmast bakimindan etkili bir hukuki cerceve
sunmaktadir.

Sonuc¢ olarak, elektrikli araclarda internet ve e-SIM kullanimina iliskin
diizenlemeler ve uygulamalar birlikte degerlendirildiginde, bu teknolojilerin
hem arag¢ giivenligi hem de kullanici deneyimi agisindan 6nemli bir ihtiyag
haline geldigi gorilmektedir. Bu kapsamda e-SIM’in yerli olarak yénetilmesi,
verilerin tlke icinde tutulmas:t ve haberlesme altyapisinin gtvenli sekilde
isletilmesine yonelik yukimlilikler, s6z konusu ihtiyacin hukuki dayanagin
olusturmaktadir. Veri givenliginin saglanmasi, kullanict haklarinin korunmast
ve siber giivenlik tedbirlerinin giiglendirilmesi, elektrikli araglarin gtvenli
bicimde kullanilabilmesi icin zorunludut.

Anahtar Kelimeler: Elektrikli araglar, e-SIM teknolojisi, baglantili araclar,
veri giivenligi, baglant1 sistemleri.

Abstract

Electric vehicles have undergone significant development from the 1800s to
the present and have regained attention with rising environmental
expectations. Advances in battery technology and the expansion of charging
infrastructure have enabled these vehicles to integrate more effectively into
daily life. Modern electric vehicles have evolved from simple means of
transportation into smart systems that transmit data and can be remotely
managed through internet connectivity. Functions such as real-time traffic
information, battery status monitoring, and remote control are central to this
connection. e-SIM technology, by eliminating the need for a physical SIM
card, provides more secure and flexible communication, allowing faster
software updates and uninterrupted data flow between the vehicle and the
cloud.
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With the growing use of the internet in electric vehicles, the spread of e-SIM
technology has increased the importance of technical and administrative
regulations. Although current legislation does not explicitly prohibit internet
or e-SIM use in electric vehicles, restrictions may be introduced due to
concerns related to data security, privacy, and national security. The
Information Technologies Authority sets rules in Turkiye regarding data
security, user information, and the control of communication systems, and
specifically requires e-SIMs to be managed domestically. This approach aims
to ensure the secure operation of communication infrastructure and the
uninterrupted functioning of software updates, emergency notifications, and
communication systems. The BTK’s decisions requiring that e-SIM modules
be programmed only by domestic mobile operators, that data be stored within
national borders, and that locally issued SIM cards and nationally located
servers be used in e-Call systems have significant legal implications. These
measures establish an effective legal framework particularly regarding national
security, public order, competition, and consumer protection.

In conclusion, when regulations and practices concerning internet and e-SIM
use in electric vehicles are evaluated together, these technologies appear
essential for both vehicle safety and user experience. The obligations relating
to domestic e-SIM management, data retention within the country, and the
secure operation of communication infrastructure form the legal basis of this
requirement. Ensuring data security, protecting user rights, and strengthening

cybersecurity measures are necessary for the safe use of electric vehicles.

Keywords: Electric vehicles, e-SIM technology, connected vehicles, data
security, communication systems.
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